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INTRODUCTION
The MITRE Corporation Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK®) Matrix provides a model 
for cyber adversary behavior, reflecting various phases of an adversary’s lifecycle and the platforms they are known 
to target. The framework aims to help determine which technologies work or fail, identify gaps to improve security 
posture and processes, prioritize work on detecting and deterring techniques, and evaluate new security technology. 
ATT&CK is useful for understanding security risk against known adversary behavior, planning security improvements, 
and verifying that defenses work as expected. The goal of ATT&CK is to break down and classify attacks clearly 
and consistently, making it easier to compare them to find how the attacker exploited networks and endpoints in a 
successful compromise. More information is available at https://attack.mitre.org/wiki/Main_Page. 

THE ATT&CK MATRIX
ATT&CK for Enterprise is an adversary model and 
framework for describing an adversary’s actions to 
compromise and operate within an enterprise network. 
The model can be used to characterize and describe 
post-compromise adversary behavior better. It expands 
the knowledge of network defenders and prioritizes 
network defense by detailing the tactics, techniques, and 
procedures (TTPs) cyber threats use to gain access and 
execute their objectives while operating inside a network.

The 12 categories within ATT&CK for Enterprise derived from the later stages of the Lockheed Martin Cyber Kill 
Chain® (Exploit, Control, Execute, Maintain). These are:

Each category contains a list of techniques and sub-techniques that an adversary could use to perform that tactic. It 
breaks these techniques and sub-techniques down to provide a technical description, indicators, valuable defensive 
sensor data, detection analytics, and potential mitigations. Applying intrusion data to the model helps focus defense 
on the commonly used techniques across groups of activity and helps identify security gaps. 

ATT&CK for Enterprise incorporates details from multiple operating system platforms commonly found within 
enterprise networks, including Microsoft Windows, macOS, and Linux.  ATT&CK provides a matrix for each of these 
systems, with a separate one for mobile systems, cloud, and ICS. The framework and higher-level categories may also 
apply to other platforms and environments.  

• Initial Access
• Execution
• Persistence
• Privilege Escalation
• Defense Evasion

• Credential Access

• Discovery
• Lateral Movement
• Collection
• Command and Control
• Exfiltration
• Impact

The MITRE ATT&CK™ framework is a 
comprehensive matrix of tactics and 
techniques used by threat hunters, red 
teamers, and defenders to better classify 
attacks and assess an organization’s 
risk. Organizations use the framework to 
identify holes in defenses, and prioritize 
them based on risk.
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There is also a PRE-ATT&CK Matrix covering the early stages of the Lockheed Martin Cyber Kill Chain (Recon, 
Weaponize, Deliver). This matrix is a growing common reference for pre-compromise techniques that brings greater 
awareness of what actions one may see before a network intrusion. It enables a comprehensive evaluation of 
computer network defense (CND) technologies, data, processes, and policies against a common enterprise threat 
model.  It is based on publicly available and submitted data and does not aim to be comprehensive.

ATTIVO NETWORKS SUPPORT FOR THE MITRE ATT&CK MATRIX
The Attivo Networks ThreatDefend® platform provides a customer-proven solution for preventing identity privilege 
escalation and attacker lateral movement detection. The platform’s visibility programs deliver insight into credential 
and attack path exposures and Active Directory Domain, user, and device-level exposures. The ThreatDefend platform’s 
concealment technology prevents attackers from finding or accessing the data, files, AD objects, and credentials they seek. 

Additionally, the solution’s decoys obfuscate the attack surface, collect forensic data, automatically analyze attack 
data, and automate incident response through its 30 native integrations. The platform provides the most comprehensive 
in-network detection solution, providing a detection fabric that scales to on-premises, cloud, remote worksites, and 
specialty environments such as IoT, SCADA, POS, SWIFT, and network infrastructure. 

The ThreatDefend Platform modular components include the ADAssessor solution, which identifies AD exposures and 
alerts on attacks targeting it. The Endpoint Detection Net suite consists of the ThreatStrike® credential lures endpoint 
module, ThreatPath® for attack path visibility, ADSecure for Active Directory defense, the DataCloak function to hide and 
deny access to data, and the Deflect function to redirect malicious connection attempts to decoys for engagement. The 
Attivo BOTsink® deception servers provide decoys, gather attacker threat intelligence, and automates incident response 
with its orchestration playbooks. The ThreatDirect deception forwarders support remote and segmented networks. Attivo 
Central Managers are available as management consoles.

The Attivo Networks solutions are easy to deploy and operate, requiring minimal effort to manage while providing 
unparalleled visibility to discovery, credential theft, privilege escalation, lateral movement, and data collection activities. 
They can detect known and unknown attacks (signatureless, zero-day, file-less) with engagement-based, forensic-
backed alerts that reduce mean-time-to-detect with high fidelity and accuracy. The platform’s numerous third-party 
integrations reduce mean-time-to-respond, automating the incident response process while providing offense-based 
intelligence for a proactive defense.

In evaluating the ThreatDefend platform against the ATT&CK Matrix, Attivo Networks compared the solution against 
the techniques and sub-techniques to identify how the solution would detect each one.  The table below contains 
the analysis as of MITRE ATT&CK V9, mapping the techniques and sub-techniques the ThreatDefend platform can 
successfully detect and how it can detect them.
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COVERAGE FOR MITRE ATT&CK

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access
Exploit Public-Facing 
Application

Command and Scripting 
Interpreter

Account Manipulation Event Triggered Execution Impair Defenses Brute Force

External Remote Services PowerShell Create Account PowerShell Profile Disable Windows Event 
Logging

Credential Stuffing

Replication Through 
Removable Media

Windows Command Shell Domain Account Hijack Execution Flow Modify Authentication 
Process

Password Cracking

Valid Accounts Local Account Executable Installer File 
Permissions Weakness

Domain Controller 
Authentication

Password Guessing

Default Accounts Event Triggered Execution Path Interception by PATH 
Environment Variable

Rogue Domain Controller Password Spraying

Domain Accounts PowerShell Profile Path Interception by Search 
Order Hijacking

Traffic Signaling Credentials from Password 
Stores

Local Accounts External Remote Services Path Interception by 
Unquoted Path

Port Knocking Credentials from Web 
Browsers

Traffic Signaling Services File Permissions 
Weakness

Use Alternate Authentication 
Material

Keychain

Port Knocking Services Registry 
Permissions Weakness

Application Access Token Password Managers

Valid Accounts Valid Accounts Pass the Hash Windows Credential 
Manager

Default Accounts Default Accounts Pass the Ticket Forced Authentication
Domain Accounts Domain Accounts Valid Accounts Man-in-the-Middle
Local Accounts Local Accounts Default Accounts LLMNR/NBT-NS Poisoning 

and SMB Relay
Domain Accounts Modify Authentication 

Process
Local Accounts Domain Controller 

Authentication
Network Sniffing
OS Credential Dumping

Cached Domain Credentials

DCSync

LSA Secrets

LSASS Memory
Steal or Forge Kerberos 
Tickets

Kerberoasting
Steal Web Session Cookie
Unsecured Credentials

Bash History
Container API
Credentials In Files
Credentials in Registry
Private Keys



www.attivonetworks.comWhitepaper 5

COVERAGE FOR MITRE ATT&CK (CONT.)

Discovery Lateral Movement Collection Command and Control Exfiltration Impact
Account Discovery Exploitation of Remote 

Services
Data from Information 
Repositories

Automated Exfiltration Account Access Removal

Domain Account Lateral Tool Transfer Sharepoint Data Destruction

Email Account Remote Services Data from Local System Data Encrypted for Impact

Local Account Distributed Component 
Object Model

Data from Network Shared 
Drive

Resource Hijacking

Browser Bookmark 
Discovery

Remote Desktop Protocol Data from Removable Media

Container and Resource 
Discovery

SMB/Windows Admin 
Shares

Man-in-the-Middle

Domain Trust Discovery SSH LLMNR/NBT-NS Poisoning 
and SMB Relay

File and Directory Discovery VNC

Network Service Scanning Windows Remote 
Management

Network Share Discovery Replication Through 
Removable Media

Network Sniffing Software Deployment Tools
Password Policy Discovery Taint Shared Content
Permission Groups 
Discovery

Use Alternate Authentication 
Material

Domain Groups Pass the Hash

Local Groups Pass the Ticket

Remote System Discovery
System Network 
Configuration Discovery

Internet Connection 
Discovery

System Network 
Connections Discovery
System Owner/User 
Discovery
System Time Discovery
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

INITIAL ACCESS

Exploit Public-Facing 
Application

The BOTsink server decoys host external-facing applications such as SMB, 
SSH, SQL, and containerized APIs. The EDN ThreatStrike solution distributes 
SSH keys and credentials to these decoy servers. Attackers trying to exploit 
these applications on external-facing systems get redirected to the decoys for 
engagement.

External Remote 
Services

The BOTsink server decoys host external-facing remote services such as 
VPNs, WinRM, Docker, and Kubernetes APIs within a container environment. 
The EDN ThreatStrike solution distributes SSH keys and credentials to these 
decoy servers. Attackers trying initial access to these services and maintain 
persistence within a network or container environment get redirected to the 
decoys for engagement.

Replication Through  
Removable Media

The EDN solution hides and denies access to removable storage media.

Trusted Relationships Organizations provide internal systems access to trusted 2nd or 3rd party 
providers. Attackers can compromise these valid 2nd or 3rd party accounts to 
access internal systems. The ADSecure and EDN deflect function can detect 
and report on attackers enumerating the trust relationships in Active Directory, 
perform reconnaissance against trusted domains, or performing network 
reconnaissance of internal systems.

Valid Accounts Default Accounts
Domain Accounts
Local Accounts

The ADSecure solution detects and reports on user account enumerations 
against Active Directory. It detects any valid targeted accounts the attacker 
queries to understand the privileges and groups. The EDN ThreatStrike solution 
also deploys deceptive domain accounts endpoints and deceptive credentials 
within a container environment that can lead to decoys. Attackers stealing valid 
domain accounts from endpoints can also take these deceptive accounts that 
redirect them to the decoys for engagement.

EXECUTION

Command and 
Scripting Interpreter

PowerShell
Windows Command Shell

The ADSecure solution detects and reports on commands executed from 
Powershell or Windows Command Shell. ADSecure can detect targeted attacks 
against domain controllers, Kerberos tickets, network file shares, etc.

PERSISTENCE

Account Manipulation The ADSecure solution detects, reports, and blocks commands executed to 
modify Active Directory security groups, ACLs, and Objects using Powershell 
cmdlets.

Create Account Domain Account
Local Account

The ADSecure solution detects, reports, and blocks commands executed 
to create Active Directory Users, security groups, ACLs, and Objects using 
Powershell cmdlets.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

PERSISTENCE (CONT.)

Event-Triggered 
Execution

PowerShell Profile The Powershell profile is a script that runs when Powershell starts and can 
act as a logon script to customize user environments. Attackers can modify 
this profile to include arbitrary commands, functions, modules, or Powershell 
drives to gain persistence. The ADSecure solution detects malicious Powershell 
activities that query Active Directory, network shares, etc.

External Remote 
Services

The BOTsink server decoys host external-facing remote services such as VPNs, 
WinRM, Docker, and Kubernetes APIs within a container environment. The EDN 
ThreatStrike solution distributes SSH keys and credentials to these decoy servers. 
Attackers trying initial access to these services and maintain persistence within a 
network or container environment get redirected to the decoys for engagement.

Traffic Signaling Port Knocking The Endpoint Detection Net (EDN) deflect function acts as network forwarders 
on production systems. Attackers typically send a series of connections to 
an endpoint to find open ports. The deflect function detects when attackers 
send TCP connections to closed ports and redirects them to decoys for 
engagement.

Valid Accounts Default Accounts
Domain Accounts
Local Accounts

The ADSecure solution detects and reports on user account enumerations 
against Active Directory. It detects any valid targeted accounts the attacker 
queries to understand the privileges and groups.  
 The EDN ThreatStrike solution also deploys deceptive domain accounts 
endpoints and deceptive credentials within a container environment that can 
lead to decoys.  
 Attackers stealing valid domain accounts from endpoints can also take these 
deceptive accounts that redirect them to the decoys for engagement.

PRIVILEGE ESCALATION

Event-Triggered 
Execution

PowerShell Profile The Powershell profile is a script that runs when Powershell starts and can 
act as a logon script to customize user environments. Attackers can modify 
this profile to include arbitrary commands, functions, modules, or Powershell 
drives to gain persistence.  
 The ADSecure solution can detect malicious Powershell activities that query 
Active Directory, network shares, etc.

Hijack Execution Flow Executable Installer File 
Permissions Weakness

Path Interception by PATH 
Environment Variable

Path Interception by 
Search Order Hijacking

Path Interception by 
Unquoted Path

Services File Permissions 
Weakness

Services Registry 
Permissions Weakness

The EDN ThreatPath solution detects and alerts on misconfigurations that 
typically lead to the hijacking of execution flows. EDN ThreatPath has 
coverage for multiple sub-techniques identified in the ATT&CK matrix for this 
technique.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

DEFENSE EVASION

Impair Defenses Disable Windows Event 
Logging

Attackers disable Windows event logging to limit data that defenders 
can leverage for detections and audits. The ADAssessor solution 
provides visibility to AD security hygiene issues and actionable alerting 
for critical exposures in the Active Directory.

Modify Authentication 
Process

Domain Controller 
Authentication

Attackers may patch the authentication process on a domain controller 
to bypass the typical authentication mechanisms and enable access to 
accounts. The ADAssessor solution detects the modification of authentication 
mechanisms on a domain controller. 

Rogue Domain 
Controller

Attackers may use DCShadow attack by promoting illegitimate 
machines to act as Domain Controllers. It is a method of manipulating 
Active Directory (AD) data, including objects and schemas, by 
registering (or reusing an inactive registration) and simulating the 
behavior of a DC. ADAssessor solution detects and alerts on such 
attempts in real-time.

Traffic Signaling Port Knocking The Endpoint Detection Net (EDN) deflect function acts as network 
forwarders on production systems. Attackers typically send a series of 
connections to an endpoint to find open ports. The deflect function can 
detect and engage such attacks. 

Use Alternate 
Authentication 
Material

Application Access 
Token  

Pass the Hash  

Pass the Ticket

The ADAssessor solution is on a continuous lookout for exposures in the 
form of weak policies that can allow an attacker to authenticate utilizing 
stolen authentication material such as password hashes, Kerberos tickets, 
and application access tokens. The solution provides alerts with actionable 
information when it detects such policies in Active Directory.

Valid Accounts Default Accounts

Domain Accounts

Local Accounts

The ADSecure solution can detect and report user account enumerations 
against Active Directory. It detects any valid targeted accounts the attacker 
queries to understand the privileges and groups. The EDN ThreatStrike solution 
also deploys deceptive domain accounts endpoints and deceptive credentials 
within a container environment that can lead to decoys. Attackers stealing 
valid domain accounts from endpoints can also take these deceptive accounts 
that redirect them to the decoys for engagement.

CREDENTIAL ACCESS

Brute Force Credential Stuffing
Password Cracking
Password Guessing
Password Spraying

The ThreatDefend Platform monitors attempts to log in for any deceptive 
credentials by integrating with SIEM technology solutions inside the 
enterprise. Any brute force attempt using deceptive user credentials generates 
an alert as a stolen credentials attack.

Credentials from 
Password Stores

Credentials from Web 
Browsers
Keychain
Windows Credential 
Manager
Password Managers

The EDN ThreatStrike solution supports deploying deceptive credentials in 
various credentials storage, such as browsers or keychains. Attackers attempt 
to steal credentials from browsers or keychains to expand access to multiple 
systems end up stealing deceptive credentials, and landing on decoys. 
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

CREDENTIAL ACCESS (CONT.)

Forced Authentication  The EDN ThreatPath solution scans and alerts if WebDAV shows as enabled at 
any endpoint. WebDAV is prone to several attacks and vulnerabilities.

Man-in-the-Middle LLMNR/NBT-NS Poisoning 
and SMB Relay

The BOTsink server’s network decoys can discover attackers performing 
various MITM attacks such as LLMNR/NBT-NS Poisoning and SMB Relay.

Modify Authentication 
Process

Domain Controller 
Authentication

The ADAssessor solution detects the modification of authentication 
mechanisms on a domain controller. Attackers may patch the authentication 
process on a domain controller to bypass the typical authentication 
mechanisms and enable access to accounts.

Network Sniffing The BOTsink server can deploy network decoys and alert when attackers 
perform network sniffing activity to discover them.

OS Credential 
Dumping

Cached Domain 
Credentials

DCSync

LSA Secrets

LSASS Memory

The ADSecure solution detects credential dumping tools. The EDN ThreatStrike 
solution injects deceptive credentials across the enterprise at the production 
endpoints. These credentials are cached/ saved/injected for attackers to 
discover, leading them to decoys for engagement.

The EDN ThreatPath solution scans for and reports on exposed credentials 
that on the endpoints. It can also remediate such exposures to address the 
risks of credential theft. 

Steal or Forge 
Kerberos Tickets

Kerberoasting The EDN ThreatStrike solution deploys lures that alert against Kerberoasting 
attacks.

Steal Web Session 
Cookie

 The EDN ThreatStrike solution supports deploying deceptive web session 
cookies that can lead attackers to decoys.

Unsecured 
Credentials

Bash History
Credentials In Files
Credentials in Registry
Private Keys
Container API

The EDN solution can embed deceptive credentials at multiple locations to 
lead attackers to the decoys. The EDN ThreatStrike function also deploys 
deceptive credentials such as access keys, database credentials using 
the REST API within a container’s environment. Defenders can incentivize 
attackers to steal and use these credentials by presenting attractive fake 
permissions for the objects. Using any of these credentials leads to detection 
and an alert.

DISCOVERY

Account Discovery Domain Account

Email Account

Local Account

The ThreatDefend platform offers tight integration with Active Directory. 
The BOTsink server, in combination with the EDN ThreatStrike solutions, can 
add deceptive user and privileged groups to Active Directory as high-value 
accounts that lead them to decoys for attackers to steal.

The ADSecure solution returns false results to attacker reconnaissance 
queries to AD with data that leads to network decoys.

Browser Bookmark 
Discovery

The EDN ThreatStrike solution can install bookmarks to the browser’s profile 
that point to decoys, detecting attackers who follow these bookmark lures.

Bookmark lures can also cache the credentials that point to customer 
production images, which the platform can import as decoys.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

  DISCOVERY (CONT.)

Container and 
Resource Discovery

The ThreatDefend platform detects attackers trying to discover the 
configuration or services in container environments to perform lateral 
movement. 

Domain Trust 
Discovery

The ADSecure solution detects and reports if an attacker enumerates the trust 
relationships in Active Directory. 

File and Directory 
Discovery

The EDN ThreatStrike solution installs scripts and decoys documents in 
endpoints containing sensitive information like hostnames, user accounts, and 
passwords.  
 
Attempts to use the data lead the attacker to the decoys for engagement. 
 
The EDN Anti-Ransomware capabilities alert when attackers enumerate 
sensitive files and folders. 

Network Service 
Scanning

The ThreatDefend platform supports deploying network decoys (including 
containers) in distributed environments. Installing network decoys across 
VLANs is a significant step in detecting network scans. The remote decoys 
detect and engage attackers attempting to scan ports or running services.

Network Share 
Discovery

The EDN ThreatStrike solution installs decoy network shares. The network 
shares are customizable, and users can upload custom folders and files to 
them.

The EDN Anti-Ransomware capabilities can alert when attackers enumerate 
the network shares and the contents within them. 

Network Sniffing The BOTsink server deploys network decoys and alerts when attackers perform 
network sniffing activity to discover them.

Password Policy 
Discovery

Attackers try to discover password policies to create a list of common 
passwords and launch dictionary and/or brute force attacks that adheres to 
them. The ADAssessor solution performs a continuous assessment of Active 
Directory and alerts on weak password policies. 

Permission Groups 
Discovery

Domain Groups

Local Groups

The EDN ThreatPath solution raises an alert if a domain user is part of the 
local admin group. AThe EDN ADSecure solution alerts on attempts to discover 
permissions for any domain or local group.

Remote System 
Discovery

The BOTsink server deploys decoys in every subnet. The BOTsink decoy IPs 
appear as part of a network discovery scan, and decoys respond to network 
discovery activity.

On Windows, the EDN ThreatPath solution can monitor and detect data 
exposure on various folders and systems critical to the organization’s 
business.

System Network 
Configuration 
Discovery

Internet Connection 
Discovery

The ADSecure solution detects and reports on attack activity to discover 
system network configuration and check for internet connectivity on 
compromised systems using various tools.



www.attivonetworks.comWhitepaper 11

TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

  DISCOVERY (CONT.)

System Network 
Connections 
Discovery

The ADSecure solution detects and disinforms attackers using tools to query 
for active connections or sessions.

System Owner/ 
User Discovery

The ADSecure solution detects and reports on attack activity to identify the 
logged-in user, hostname, DNS lookup, etc., of the host.

System Time 
Discovery

Attackers can query the BOTsink server decoys to gather time and time zone 
information. The BOTsink server detects remote activity and any attempts to 
install scheduled tasks on its decoys.

LATERAL MOVEMENT

Exploitation of 
Remote Services

 The BOTsink server hosts real operating systems as decoys that are as 
vulnerable as production systems. Customers can also deploy unpatched 
versions of vulnerable operating systems to engage and detect attacks inside 
the network.

Lateral Tool Transfer  The EDN ThreatStrike solution deploys decoy network shares on endpoints 
mapping to decoy servers. Attackers attempting to transfer tools for staging 
purposes to these locations will get detected. Additionally, the EDN Anti-
Ransomware capability detects attackers enumerating network shares and 
prevents access to them.

Remote Services Distributed Component 
Object Model
Remote Desktop Protocol
SMB/Windows Admin 
Shares
SSH  
VNC
Windows Remote 
Management

The BOTsink server decoys host production applications (such as SSH Servers, 
VNC, RDP servers, and others). The EDN ThreatStrike solution distributes SSH 
keys and credentials to these decoy servers. 

Replication Through 
Removable Media

 The EDN solution protects and prevents access to removable storage media.

Software Deployment 
Tools

 The BOTsink server can deploy decoys that can mimic production-grade 
deployment tools. Attacks seen on such decoys reveal adversaries targeting the 
deployment tools in an enterprise.

Taint Shared Content  The EDN ThreatStrike solution can deploy decoy network shares on endpoints 
mapping to decoy servers. Attackers attempting to taint the content in such 
shares would be detected. The EDN Anti-Ransomware capability can prevent 
compromise of production network shares. 
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

LATERAL MOVEMENT (CONT.)

Use Alternate 
Authentication 
Material

Pass the Hash

Pass the Ticket

The ThreatDefend platform detects attacks using alternate authentication 
mechanisms. It alerts on attempts to use pass-the-hash methods to move 
laterally into the decoys. The EDN ThreatStrike solution can deploy deceptive 
tickets, which, when used, reveal attackers inside the network.

COLLECTION

Data from Information 
Repositories

Sharepoint The BOTsink server supports deploying decoy documents on server or cloud storage 
repositories that detect and alert when attackers exfiltrate them.  
 
The EDN solution can hide and deny access to server or cloud storage repositories.

Data from Local 
System

 The BOTsink server supports deploying decoy documents on endpoints that detect 
and alert when attackers exfiltrate them. The EDN solution can hide and deny 
access to local files and folders.

Data from Network 
Shared Drive

 The ThreatDefend platform supports deploying decoy documents on network file 
shares that detect and alert when attackers exfiltrate them.  The EDN solution can 
hide and deny access to network shared drives.

Data from  
Removable Media

 The EDN solution can hide and deny access to removable storage media.

Man-in-the-Middle LLMNR/NBT-NS 
Poisoning and SMB Relay

The BOTsink server’s network decoys can discover attackers performing various 
MITM attacks such as LLMNR/NBT-NS Poisoning and SMB Relay.

EXFILTRATION

Automated Exfiltration  The BOTsink server supports deploying decoy documents on endpoints that detect 
and alert when attackers exfiltrate them.

IMPACT

Account Access 
Removal

 The ADSecure solution can detect, report, and block commands to remove Active 
Directory security groups, ACLs, and Objects using Powershell cmdlets.

Data Destruction  The EDN ThreatStrike solution deploys deceptive network shares and hides 
production network shares from malicious actors. Attackers who target these 
resources end up on decoy network file shares for engagement. The EDN Anti-
Ransomware capability can prevent data destruction on local storage, removable 
media, cloud, and network storage. 
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

IMPACT (CONT.)

Data Encrypted for 
Impact

 The EDN ThreatStrike solution hides production network shares and critical assets 
in AD from malicious actors. Attackers who target these resources to encrypt end 
up on decoy assets for engagement.  
 
The EDN Anti-Ransomware capability can prevent data destruction on local 
storage, removable media, cloud, and network storage.

Resource Hijacking  Servers and cloud-based systems are common targets for resource hijacking 
because of the high potential for available resources. Malicious actors on 
compromised endpoint need to move laterally and compromise systems to deploy 
crypto-mining tools. The ThreatDefend platform deploys endpoint lures, network 
decoys, and forwards to lead malicious actors to decoys and detect resource 
hijacking.

SUMMARY
The ThreatDefend platform provides potent threat detection, attack prevention, and derailment mechanisms that 
address gaps left open and exploitable by attackers when they successfully penetrate a perimeter defense. By 
adding the Attivo Networks® ThreatDefend® platform to the security stack, organizations gain early and accurate 
eyes-inside-the-network visibility to attack techniques, sub-techniques, and other activities as documented in 
the MITRE ATT&CK Matrix. By deploying the ThreatDefend solution, organizations gain early detection and valuable 
insights into malicious actors that have bypassed existing controls or perpetrators that are moving laterally inside 
the network.   
 
 
 
 
 
 

ABOUT ATTIVO NETWORKS
Attivo Networks®, the leader in preventing identity privilege escalation and detecting lateral movement attacks, 
delivers a superior defense for countering threat activity.  ThreatDefend® Platform customers gain unprecedented 
visibility to risks, attack surface reduction, and speed up attack detection. Patented innovative defenses cover 
critical points of attack, including at endpoints, in Active Directory (AD), in the cloud, and across the entire 
network. Concealment technology hides critical AD objects, data, and credentials. Bait and misdirection efficiently 
steer attackers away from production assets, and deception decoys derail lateral movement activities. Attivo has 
won over 150 awards for its technology innovation and leadership. www.attivonetworks.com.


