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INTRODUCTION
The Central Bank of Malaysia created the Risk Management in Technology (RMiT) policy to provide risk frameworks, 
governance structures, policies, and procedures for Malaysian financial institutions to manage their cyber-risk 
exposure properly. The Central Bank of Malaysia established the RMiT to minimise operational disruptions and 
maintain confidence in the system as it faces external threats.

The published RMiT policy covers the following six domains:

 

All financial organisations within Malaysia must implement the “minimum prescribed standards in this policy 
document to prevent the exploitation of weak links in interconnected networks and systems that may cause 
detriment to other financial institutions and the wider financial system.”

All requirements in the policy document stem from the following:

All guidance in this policy document comes from the following:

The policy requires companies under the scope of RMiT to demonstrate compliance with this policy via an 
independent external service provider (ESP). The ESP shall review the comprehensiveness of the risk assessment 
performed by the financial institution and validate the adequacy of the implemented or planned control measures.

• Governance
• Technology Risk Management
• Technology Operations Management
• Cybersecurity Management
• Technology Audit
• Internal Awareness & Training 

• Sections 47(1) and 143(2) of the Financial Services Act 2013 (FSA);
• Sections 57(1) and 155(2) of the Islamic Financial Services Act 2013 (IFSA);
• Sections 41(1) and 116(1) of the Development Financial Institutions Act 2002 (DFIA). 

• Section 266 of the FSA;
• Section 277 of the IFSA;
• Section 126 of the DFIA.
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ATTIVO NETWORKS SUPPORT FOR MEETING RMIT REQUIREMENTS
The Attivo Networks ThreatDefend™ platform provides a customer-proven solution for preventing identity privilege 
escalation and attacker lateral movement detection. The platform’s visibility programs deliver insight into credential 
and attack path exposures and Active Directory Domain, user, and device-level exposures. The ThreatDefend platform’s 
concealment technology prevents attackers from finding or accessing the data, files, AD objects, and credentials  
they seek. 

Additionally, the solution’s decoys obfuscate the attack surface, collect forensic data, automatically analyse 
attack data, and automate incident response through its 30 native integrations. The platform provides the most 
comprehensive in-network detection solution, providing a detection fabric that scales to on-premises, cloud, remote 
worksites, and specialty environments such as IoT, SCADA, POS, SWIFT, and network infrastructure. 

The ThreatDefend Platform modular components include the ADAssessor solution, which identifies AD exposures 
and alerts on attacks targeting it. The Endpoint Detection Net suite consists of the ThreatStrike® credential lures 
endpoint module, ThreatPath® for attack path visibility, ADSecure for Active Directory defence, the DataCloak 
function to hide and deny access to data, and the Deflect function to redirect malicious connection attempts to 
decoys for engagement. The Attivo BOTsink® deception servers provide decoys, gather attacker threat intelligence, 
and automate incident response with orchestration playbooks. The ThreatDirect deception forwarders support remote 
and segmented networks. Attivo Central Managers are available as management consoles. 

The Attivo Networks solutions are easy to deploy and operate, requiring minimal effort to manage while providing 
unparalleled visibility to discovery, credential theft, privilege escalation, lateral movement, and data collection 
activities. They can detect known and unknown attacks (signatureless, zero-day, file-less) with engagement-based, 
forensic-backed alerts that reduce mean-time-to-detect with high fidelity and accuracy. The platform’s numerous 
third-party integrations reduce mean-time-to-respond, automating the incident response process while providing 
offence-based intelligence for a proactive defence.
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In evaluating the ThreatDefend platform against the RMiT requirements, Attivo Networks compared the solution 
against policy requirements and specifications to identify how the platform meets each one. The table below contains 
the analysis, mapping each requirement and specification to the ThreatDefend platform and how it can successfully 
support them. 
 

PART B
POLICY  
REQUIREMENTS

POLICY  
SPECIFICATIONS

HOW THE THREATDEFEND PLATFORM HELPS

10.2 Technology 
Operations 
Management

(c) the adequacy and 
configuration of security 
controls throughout the 
project life cycle to mitigate 
cybersecurity breaches or 
exposure of confidential data

The ThreatDefend platform includes several 
security components that build a solid 
defence to mitigate cybersecurity breaches 
or exposure of confidential data. The 
ThreatPath and ADAssessor solutions give 
financial institutions visibility to exposures 
to reduce the identity attack surface before 
an attack occurs. Additionally, the ADSecure 
solution prevents attackers from accessing 
Active Directory information by efficiently 
concealing real AD objects and returning 
fake information to an attacker’s query. The 
ADAssessor solution also helps financial 
institutions mitigate cybersecurity breaches 
by monitoring AD for exposures at the 
domains, users, and computer levels.

10.3 Technology 
Operations 
Management

The board and senior 
management must receive 
and review timely reports 
on the management of 
these risks on an ongoing 
basis throughout the 
implementation of significant 
projects.

The ADAssessor solution performs a 
periodic evaluation of the Active Directory 
environment. It detects and reports 
misconfigurations that lead to advanced 
attacks and data breaches. It helps financial 
institutions examine reported security 
events and take appropriate actions.

10.27 Data Centre 
Operations

A financial institution must 
establish real-time monitoring 
mechanisms to track capacity 
utilisation and performance 
of key processes and 
services. These monitoring 
mechanisms shall be 
capable of providing timely 
and actionable alerts to 
administrators.

The BOTsink server offers real-time 
monitoring mechanisms. It supports 
deploying decoy servers in data centres 
and the cloud, which detects and alerts 
when attackers attempt to exploit them. 
Additionally, the EDN suite can hide and 
deny access to server or cloud storage 
repositories. The EDN Deflect function alerts 
when attackers scan for ports and services 
to exploit and can redirect both inbound and 
outbound connection attempts to decoys for 
engagement.
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10.28 Data Centre 
Operations

A financial institution must 
segregate incompatible 
activities in the data centre 
operations environment to 
prevent any unauthorised 
activity. In the case where 
vendors’ or programmers’ 
access to the production 
environment is necessary, 
these activities must be 
properly authorised and 
monitored.

The BOTsink server captures suspect 
activities and alerts the security team. The 
solution forwards events and faults to the 
SIEM for centralised visibility and correlation 
of threat information. For example, if the 
BOTsink server detects multiple invalid login 
attempts, that may indicate an unauthorised 
user’s attempts to “brute force” or guess a 
password.

10.49 Cloud Services (g) exposure to cyber-attacks 
via cloud service providers.

The ThreatDefend platform enables 
customers to detect and defend against 
cyber-attacks in AWS, Azure, Google Cloud, 
OpenStack, and Oracle Cloud environments. 
The platform helps financial institutions 
gain visibility to cloud identity risks and 
entitlement exposures to reduce the  
attack surface. 

10.53 Cloud Services A financial institution must 
implement appropriate 
safeguards on customer and 
counterparty information 
and proprietary data when 
using cloud services to 
protect against unauthorised 
disclosure and access. 
This shall include retaining 
ownership, control and 
management of all data 
pertaining to customer and 
counterparty information, 
proprietary data and services 
hosted on the cloud, including 
the relevant cryptographic 
keys management.

The ThreatDefend platform protects multi-
cloud environments, including AWS, Azure, 
Google Cloud, OpenStack, and Oracle Cloud. 
The EDN ThreatStrike module can create a 
wide range of cloud bait like decoy logins, 
access keys, containers, database tables, 
storage buckets, and database connectors. 
The solution detects and alerts when 
adversaries steal or use the decoy bait and 
lures to access cloud resources. 
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10.55 Access Control (b) employ “least privilege” 
access rights or on a ‘need-
to-have’ basis where only 
the minimum sufficient 
permissions are granted to 
legitimate users to perform 
their roles.

The EDN ThreatStrike solution protects 
against unauthorised access. The solution 
can deploy decoy credentials to browsers, 
keychains, the Windows Credential Manager, 
or password managers. The credentials 
generate an alert and redirect attackers 
who steal from these locations to decoys. 
The EDN ThreatPath solution detects 
exposures of privileged identities across 
the IT infrastructure. It can alert if there are 
exposed user credentials in the network.

10.57 Access Control A financial institution shall 
periodically review and 
adapt its password practices 
to enhance resilience 
against evolving attacks. 
This includes the effective 
and secure generation of 
passwords. There must be 
appropriate controls in place 
to check the strength of the 
passwords created.

The ThreatDefend platform offers 
organisations early and accurate attack 
visibility, detection, and prevention per 
the NIST standards and CIS Controls 
best practices. The ADAssessor solution 
periodically evaluates the Active Directory 
environment for vulnerabilities and alerts on 
weak password policies. 

10.62 Access Control (b) deploy automated audit 
tools to flag any anomalies.

The EDN Anti-Ransomware feature monitors 
IoCs and learns ransomware behaviours such 
as adversaries attempting to encrypt files, 
folders, decoys documents, etc. The solution 
will also trigger high-fidelity alerts based on 
the detected anomalous behaviours.

10.67 Security of Digital 
Services

A financial institution must 
implement controls to 
authenticate and monitor 
all financial transactions. 
These controls, at a minimum, 
must be effective in 
mitigating man-in-the-middle 
attacks, transaction fraud, 
phishing and compromise 
of application systems and 
information.

The BOTsink server projects network 
decoys to discover attackers performing 
various MITM attacks like LLMNR/NBT-NS 
Poisoning and SMB Relay. The BOTsink 
server can configure a phishing mailbox 
and dynamically analyse the URLs or 
attachments in submitted emails as part of 
its malware analysis feature.
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11.2 Cyber Risk 
Management

A financial institution 
must develop a CRF which 
clearly articulates the 
institution’s governance for 
managing cyber risks, its 
cyber resilience objectives 
and its risk tolerance, with 
due regard to the evolving 
cyber threat environment. 
Objectives of the CRF shall 
include ensuring operational 
resilience against extreme 
but plausible cyber-attacks. 
The framework must be 
able to support the effective 
identification, protection, 
detection, response, and 
recovery (IPDRR) of systems 
and data hosted on-premise 
or by third-party service 
providers from internal and 
external cyber-attacks.

The ThreatDefend platform offers Identity 
Detection and Response (IDR) solutions 
that provide an innovative defence 
against credential compromise, privilege 
escalation, lateral movement, and other 
identity-based attacks. The ThreatDefend 
platform automates incident response with 
integrations that provide automatic threat 
intelligence sharing, blocking, and threat 
hunting.

11.3 Cyber Risk 
Management

(b) identification, 
classification and 
prioritisation of critical 
systems, information, assets, 
and interconnectivity (with 
internal and external parties) 
to obtain a complete and 
accurate view of the financial 
institution’s information 
assets, critical systems, 
interdependencies, and  
cyber risk profile.

The ThreatPath solution provides risk 
analysis of identity exposures on the 
endpoints to determine potential lateral 
movement paths that adversaries can 
exploit. It then displays the possible lateral 
movement paths according to different 
levels of severity so that organisations can 
prioritise remediation efforts based on the 
level of criticality.

11.3 Cyber Risk 
Management

(d) layered (defense-in-depth) 
security controls to protect 
its data, infrastructure, and 
assets against evolving 
threats.

The ThreatDefend platform deploys a fabric 
of decoy data, systems, and services across 
the enterprise network. The fabric serves as 
a layered defence to lure adversaries away 
from production assets, tricking them into 
attacking the decoy assets.



www.attivonetworks.comWhitepaper 8ANWP011922 © 2022 Attivo Networks. All rights reserved.

PART B
POLICY  
REQUIREMENTS

POLICY  
SPECIFICATIONS

HOW THE THREATDEFEND PLATFORM HELPS

11.3 Cyber Risk 
Management

(e) timely detection of 
cybersecurity incidents 
through continuous 
surveillance and monitoring.

The ThreatDefend platform detects 
cybersecurity incidents through continuous 
surveillance and monitoring. The platform 
actively engages adversaries and lures them 
out by employing cyber deception strategies. 
This methodology reduces the attacker’s 
“dwell time” as the organisation gains early 
detection of adversaries in the enterprise 
network and can contain or remediate the 
attack in a shorter period.

11.3 Cyber Risk 
Management

(f) detailed incident handling 
policies and procedures and a 
crisis response management 
playbook to support the 
swift recovery from cyber-
incidents and contain any 
damage resulting from a 
cybersecurity breach.

The ThreatDefend platform can speed up 
containment and recovery from a cyber 
attack with automation and playbooks.  
The ThreatOps function provides playbooks 
that leverage native partner integration 
to increase the efficiency of the incident 
response process.

11.4 Cyber Risk 
Management

(b) (i) perform detailed 
analysis on cyber threats, 
provide risk assessments 
on potential cyber-attacks 
and ensure timely review 
and escalation of all high-
risk cyber threats to senior 
management and the board.

The ADAssessor and ThreatPath solutions 
allow organisations to perform risk 
assessments on their current infrastructure 
to reveal any enterprise identity exposures 
on Active Directory (AD) and endpoints.  
The ADAssessor solution continuously 
monitors AD for vulnerabilities and 
misconfigurations at the domains, users, 
and computer levels. The ThreatPath 
solution provides continuous attack surface 
monitoring, reduces attack paths, and 
improves organisational cyber hygiene.

11.4 Cyber Risk 
Management

(b) (ii) proactively identify 
potential vulnerabilities 
including those arising from 
infrastructure hosted with 
third-party service providers 
through the simulation of 
sophisticated “Red Team” 
attacks on its current security 
controls.

The ThreatDefend platform increases the 
attack surface on the enterprise network, 
making it exponentially more complicated 
for an attacker to penetrate. Moreover, 
organisations can translate any weaknesses 
reported on the enterprise network after 
the “Red Team” attack exercises into cyber 
deception strategies they can incorporate 
into current configurations to prevent future 
attacks from happening.
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11.5 Cybersecurity 
Operations

A financial institution 
must establish clear 
responsibilities for 
cybersecurity operations 
which shall include 
implementing appropriate 
mitigating measures in 
the financial institution’s 
conduct of business that 
correspond to the following 
phases of the cyber-attack 
lifecycle: (a) reconnaissance; 
(b) weaponisation; (c) 
delivery; (d) exploitation; (e) 
installation; (f) command and 
control; and (g) exfiltration.

The ThreatDefend platform provides 
extensive capabilities to detect many of the 
techniques and sub-techniques outlined in 
cyber-attack lifecycle frameworks such as 
the MITRE ATT&CK Matrix. It covers 12 of 
the 14 tactics defined in the framework, and 
it gives the most coverage for those that 
occur post-compromise -  Credential Access, 
Discovery, Lateral Movement, and Collection. 
These areas are where adversaries spend 
most of their time burrowing deeper into 
the network and where traditional security 
controls struggle to detect their activity.

11.6 Cybersecurity 
Operations

Where relevant, a financial 
institution should adopt 
the control measures on 
cybersecurity as specified 
in Appendix 5 to enhance its 
resilience to cyber attacks.

Refer to Appendix 5 Solution and  
Comments below.

11.7 Cybersecurity 
Operations

A financial institution must 
deploy effective tools to 
support the continuous and 
proactive monitoring and 
timely detection of anomalous 
activities in its technology 
infrastructure. The scope 
of monitoring must cover all 
critical systems including the 
supporting infrastructure.

The ThreatDefend platform leverages its 
Active Defence approach to raise events  
and alerts on anomalous activities which  
are suspicious or malicious. The 
ActiveDefence coverage consists of 
supporting infrastructures like the network, 
Active Directory, operating systems, and 
critical services or applications.

11.8 Cybersecurity 
Operations

A financial institution must 
ensure that its cybersecurity 
operations continuously 
prevent and detect any 
potential compromise of 
its security controls or 
weakening of its security 
posture. For large financial 
institutions, this must include 
performing a quarterly 
vulnerability assessment of 
external and internal network 
components that support all 
critical systems.

The ADAssessor solution offers continuous 
monitoring and periodic assessments of 
Active Directory vulnerabilities. The solution 
detects and reports misconfigurations at 
critical systems, including domains, users, 
and computer levels. It provides visibility of 
any weakening of the AD security posture 
due to configuration drifts or weak security 
implementation.
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11.17 Security Operations 
Centre (SOC)

A financial institution must 
ensure its SOC, whether 
managed in-house or by 
third-party service providers, 
has adequate capabilities 
for proactive monitoring 
of its technology security 
posture. This shall enable 
the financial institution 
to detect anomalous user 
or network activities, flag 
potential breaches and 
establish the appropriate 
response supported by skilled 
resources based on the level 
of complexity of the alerts. 
The outcome of the SOC 
activities shall also inform the 
financial institution’s reviews 
of its cybersecurity posture 
and strategy.

The ThreatDefend platform provides a 
superior solution for assessing exposures, 
stopping credential theft and misuse, 
detecting lateral movement, and preventing 
privilege escalation. It delivers visibility to 
exposures that create attack paths and risks. 
It detects in-network threats, regardless 
of the attack method or surface, without 
the need for any signature-based detection 
mechanisms. Additionally, it conceals 
sensitive or critical data to prevent attackers 
from exploiting them during an attack.

11.18 Security Operations 
Centre (SOC)

The SOC must be able 
to perform the following 
functions:(a) log collection 
and the implementation of an 
event correlation engine with 
parameter-driven use cases 
such as Security Information 
and Event Management 
(SIEM).

The ThreatDefend platform forwards 
collected events and faults to the SIEM for 
centralised visibility and correlation of threat 
information. 

11.18 Security Operations 
Centre (SOC)

(b) incident coordination  
and response.

The ThreatOps function provides playbooks 
that leverage native partner integration 
to increase the efficiency of the incident 
response process.

11.18 Security Operations 
Centre (SOC)

(c) vulnerability management. The ADAssessor solution performs a 
periodic evaluation of the Active Directory 
environment. It detects and reports 
misconfigurations that lead to advanced 
attacks and data breaches. The solution 
periodically evaluates the risks and alerts  
on potential exposures that could lead to 
cyber-attacks.
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11.18 Security Operations 
Centre (SOC)

(d) threat hunting; The ThreatDefend platform monitors and 
collects threat intelligence on attack tactics, 
techniques, and procedures (TTPs). The 
platform identifies malicious or suspicious 
attacks and generates forensic reports in 
various formats like STIX, IOC, or CSV. It can 
leverage native partner integrations to share 
these findings to hunt for threats.

11.18 Security Operations 
Centre (SOC)

(e) remediation functions 
including the ability to 
perform forensic artifact 
handling, malware, and 
implant analysis; and

The ThreatDefend platform supports multiple 
methods to enable forensics capabilities for 
the security operations teams:

3. Compromised decoys used in the 
ThreatDefend Platform support 
multiple methods of forensics, 
including a memory dump or an 
image dump to the red labs for 
forensics investigation

4. A built-in Malware Analysis VM 
can analyse suspicious email 
attachments and executables 
submitted via the Web UI or API

11.18 Security Operations 
Centre (SOC)

(f) provision of situational 
awareness to detect 
adversaries and threats 
including threat intelligence 
analysis and operations, 
and monitoring indicators 
of compromise (IOC). 
This includes advanced 
behavioural analysis to detect 
signature-less and file-less 
malware and to identify 
anomalies that may pose 
security threats including at 
endpoints and network layers.

The ThreatDefend platform provides 
comprehensive threat detection across 
the enterprise network and endpoints by 
inserting a fabric of decoy systems, data, 
credentials, and applications to divert 
attackers away from production assets. 
Any interaction with these decoy systems 
triggers an event alerting the security 
operations team of anomalous activities in 
the environment. The platform does not rely 
on any signature and can detect file-less 
malware attacks. Additionally, the EDN Anti-
Ransomware function monitors indicators of 
compromise (IoCs) and detects ransomware 
behaviours. The solution will trigger 
high-fidelity alerts based on the detected 
anomalous behaviours.
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11.19 Security Operations 
Centre (SOC)

A financial institution must 
ensure that the SOC provides 
a regular threat assessment 
report, which shall include, at 
a minimum, the following:(a) 
trends and statistics of 
cyber events and incidents 
categorised by type of 
attacks, target and source IP 
addresses, location of data 
centres and criticality of 
applications.

The Attivo Management UI includes 
dashboard and reporting capabilities to fulfill 
the organisation’s reporting requirements. 
The dashboard provides an overview of the 
trends and statics of cyber events seen on 
the platform, and analysts can filter events 
by criticality or severity. The reports are 
highly customisable and can granularly filter 
out the source or target systems based on 
data centre location and applications.

11.19 Security Operations 
Centre (SOC)

(b) intelligence on emerging 
and potential threats 
including tactics, techniques 
and procedures (TTP). For 
large financial institutions, 
such reports shall be provided 
on a monthly basis.

The ThreatDefend platform captures the 
full TTPs on the decoys upon any adversary 
engagement, allowing organisations to 
understand how attackers carry out attacks 
within the environment. They can use this 
data for counterintelligence to contain 
or mitigate the attack and prevent future 
attacks from happening.

11.23 Cyber Response and 
Recovery

A financial institution must 
establish and implement 
a comprehensive Cyber 
Incident Response Plan 
(CIRP). The CIRP must address 
the following:

The ThreatDefend platform helps to speed up 
the incident response and recovery process 
with its suite of capabilities:

11.23 Cyber Response and 
Recovery

(b) Detection and analysis. 
Ensure effective and 
expedient processes 
for identifying points of 
compromise, assessing 
the extent of damage, 
and preserving sufficient 
evidence for forensics 
purposes.

The ThreatDefend platform will generate 
events and alerts from any adversary 
engagements on decoy systems or 
applications, providing visibility on the 
source of the attack (Hostname and 
Username) and any potential compromises. 
The decoy systems or applications record 
any adversary activities (TTPs) and 
determine the extent of compromise in the 
environment by quickly triggering manual or 
automated threat hunting. The platform can 
export images of the compromised decoy 
systems for forensics purposes.
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11.23 Cyber Response and 
Recovery

(c) Containment, eradication, 
and recovery. Identify and 
implement remedial actions 
to prevent or minimise 
damage to the financial 
institution, remove the known 
threats and resume business 
activities.

The ThreatDefend platform supports 
Endpoint Quarantine in two modes:

5. Native Quarantine – The Attivo EDN 
suite can lock down the endpoint 
to prevent communication to other 
production assets.

6. Integrated Quarantine – The Attivo 
Management UI can request an 
endpoint quarantine via integrated 
technology partners such as 
CrowdStrike, FireEye, McAfee 
endpoint solutions, etc.

11.23 Cyber Response and 
Recovery

(d) Post-incident activity. 
Conduct post-incident review 
incorporating lessons learned 
and develop long-term risk 
mitigations.

The ThreatDefend platform can export all 
recorded activities as part of a report for 
post-incident review. It can also export the 
generated TTPs to other security tools to 
prevent future attacks.

Appendix 
5

Control Measures on 
Cybersecurity

1. Conduct periodic review 
on the configuration and 
rules settings for all security 
devices. Use automated 
tools to review and monitor 
changes to configuration and 
rules settings.

The ADAssessor solution provides a 
periodic assessment of the critical Active 
Directory infrastructure, which can execute 
automatically or manually to help raise 
visibility on exposures or vulnerabilities 
associated with AD configurations and 
implementation. This capability can help the 
organisation maintain the security-related 
configurations according to their policies.

Appendix 
5

Control Measures on 
Cybersecurity

4. Ensure technology 
networks are segregated into 
multiple zones according 
to threat profile. Each zone 
shall be adequately protected 
by various security devices 
including firewall and 
Intrusion Prevention System 
(IPS). This must include 
mobile and wireless networks 
as well.

The ThreatDefend platform inserts decoy 
systems and applications onto the network 
layer. These decoy systems serve as sensors 
to actively engage adversaries and divert 
their attention away from the production 
systems and applications. Any activities 
seen on these decoy systems will trigger an 
alert to inform security teams of malicious 
activities seen on the enterprise networks.
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Appendix 
5

Control Measures on 
Cybersecurity

7. Ensure overall network 
security controls are 
implemented including the 
following:(e) solution to 
mitigate advanced persistent 
threats including zero-day 
and signatureless malware; 
and

The ThreatDefend platform does not rely on 
any signature to protect against APTs. 

1. Active Directory Protection –  
The ThreatDefend platform 
conceals production AD objects at 
the endpoint when unauthorised 
applications interact with them. 
 This function prevents malicious 
entities that may exploit or attack 
the AD objects from seeing them.

2. Ransomware Protection –  
The ThreatDefend platform conceals 
all production data (local files, folders, 
mapped network, or cloud shares) 
from unauthorised applications. This 
function prevents the ransomware 
from encrypting production data 
since it cannot enumerate it in the 
initial phase.

SUMMARY
The ThreatDefend platform provides potent threat detection, attack prevention, and derailment mechanisms that address 
gaps left open and exploitable by attackers when they successfully penetrate a perimeter defence. By adding the Attivo 
Networks® ThreatDefend® platform to the security stack, organisations gain early and accurate eyes-inside-the-network 
visibility to attack techniques, sub-techniques, and other activities to meet the RMiT requirements. By deploying the 
ThreatDefend solution, organisations gain early detection and valuable insights into malicious actors that have bypassed 
existing controls or perpetrators moving laterally inside the network.   

ABOUT ATTIVO NETWORKS® 
Attivo Networks®, the leader in identity detection and response, delivers a superior defense for preventing 
privilege escalation and lateral movement threat activity. Customers worldwide rely on the ThreatDefend™ 
Platform for unprecedented visibility to risks, attack surface reduction, and attack detection. The portfolio 
provides patented innovative defenses at critical points of attack, including at endpoints, in Active Directory, 
and cloud environments. Attivo has 150+ awards for technology innovation and leadership.  
www.attivonetworks.com


