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INTRODUCTION
Ransomware is an ever-evolving crime where malicious actors encrypt data and then demand ransom in  
exchange for decryption. Traditional ransomware spreads through several methods, often through malicious  
emails, removable storage drives, or infected links. Recent ransomware attacks, dubbed Ransomware 2.0,  
employ advanced methods, or have a human controller directing their activities. As a result, such attacks spend 
much more time conducting discovery activities to identify business-critical assets for encryption. Because 
of their importance, the organization is more likely to pay to recover these assets than endpoint systems. 
Additionally, these attackers often exfiltrate data and threaten to release it to induce ransom payment, often 
demanding a second ransom to prevent the release of the information.

MITRE has launched a new knowledge base named Engage to replace its MITRE Shield knowledge base, available 
at https://engage.mitre.org/. MITRE Engage will help organizations plan and implement real-world adversary 
engagement strategies and advance the cybersecurity ecosystem. 

Deception technology has long been renowned for creating an active defense. However, unlike other deception 
solutions, the Attivo Networks ThreatDefend® platform provides extensive attack prevention and detection 
capabilities covering many decoy techniques and other methods. The following describes how to use the Engage 
framework with the Attivo Networks ThreatDefend® platform to provide an innovative and efficient approach to 
combating ransomware. Offering enhanced protection to traditional security stack controls like Endpoint Platform 
Protection (EPP) or Endpoint Detection and Response (EDR), the solution efficiently adds protection against 
credential misuse, privilege escalation, and lateral movement tactics. 

THE RANSOMWARE PROBLEM
Traditional ransomware indiscriminately infects network assets, 
encrypting as many systems as possible to maximize payouts. 
First, the ransomware infects the host and then looks for 
documents, spreadsheets, pictures, or other files and data to 
encrypt. Once it finishes encrypting the local files and folders, 
it often looks for network shares mapped to the endpoint and 
encrypts any files it can access, thus affecting a more significant 
number of people. It may also look for attached storage devices 
like USB flash drives to infect another propagation method. Once it 
completes this activity, it displays a ransom message with contact 
information and the monetary or bitcoin amount for the unlock code.

https://www.mitre.org/
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Modern ransomware attackers have recognized that they can demand more substantial amounts by targeting and 
directing their attacks at critical systems that support the business production chain (DC.s, ERPs, file and database 
servers, OT environments, POS, etc.). As a result, they have adopted advanced tactics to steal credentials, move 
laterally, elevate privileges, identify targets, and collect data.

According to a Sophos survey, 51% of surveyed organizations in 2020 fell victim to a ransomware attack. In 2021, 
ransomware hits a company once every eleven seconds. The Unit 42 threat intelligence team at Palo Alto Networks 
published a 2021 report revealing that the average ransom paid for organizations increased from $115,123 in 2019 
to $312,493 in 2020, a 171% year-over-year increase. Additionally, the highest ransom paid by an organization tripled 
from 2019 to 2020, from $5 million to $15 million. In one incident, the ransom demand reached the $65 million mark.

The consequences don’t stop with bitcoin payments alone. In 2020, the average downtime cost totalled $283,000. 
The average cost to recover from a ransomware attack was $1,450,000 for companies that paid the ransom, while 
those that didn’t pay ransom spent approximately half that amount ($730,000) to recover from the attack. Data 
indicates most ransomware victims pay. Many businesses that chose to pay ransom demands suffered a second 
ransomware attack. Frequently, there are double extortion attacks, where the ransomware attackers steal data and 
threaten to release it unless they receive the original ransom demand or additional funds. 

Ransomware is a problem that won’t go away anytime soon. Since it’s almost impossible to prevent an infection from 
occurring, the next best way to address it is by preventing the infection from spreading. Fortunately, new tools and 
frameworks help security teams understand their security gaps and the ways to address them.

THE ATTIVO NETWORKS THREATDEFEND PLATFORM
The ThreatDefend platform has garnered recognition as 
the most comprehensive in-network attack prevention 
and detection solution, which easily scales to protect 
on-premises, cloud, remote worksites, and specialty 
environments such as IoT, SCADA, POS, SWIFT, 
infrastructure, and telecommunications. It effectively 
detects threats from virtually all attack vectors 
early in the attack cycle, captures forensic data 
to create company-centric threat intelligence, and 
leverages partner integrations to automate response. 
Additionally, the platform uses concealment technology and machine learning to automatically learn the environment 
and craft misdirections, lures, and mirror-match decoys for the highest authenticity and engagement believability.
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The Attivo Networks ThreatDefend platform provides a customer-proven solution to prevent identity-based privilege 
escalation and detect attacker lateral movement. The platform’s visibility programs deliver insight into credential and 
attack path vulnerabilities and Active Directory Domain, user, and device-level exposures for organizations seeking 
increased security based on least privilege access. In addition, the ThreatDefend platform’s concealment technology 
derails attackers as they can no longer find or access the data, files, AD objects, and credentials they seek.

Additionally, the solution’s decoys obfuscate the attack surface, collect forensic data, automatically analyze 
attack data, and automate incident response through its 30 native integrations. The platform provides the most 
comprehensive in-network detection solution, deploying a detection fabric that scales to on-premises, cloud, remote 
worksites, and specialty environments such as IoT, SCADA, POS, SWIFT, and network infrastructure.

The ThreatDefend platform offers support across 12 of the 14 tactics within the MITRE ATT&CK Matrix, especially in 
the categories of Credential Access, Discovery, Lateral Movement, and Collection. Modern ransomware uses these 
tactics extensively.

The ThreatDefend Platform modular components include: 

1) The ADAssessor solution, which identifies AD exposures and alerts on activities indicating attacks  
 targeting AD

2) The Endpoint Detection Net (EDN) suite, which includes the following elements:

a) The ThreatStrike® solution for endpoint credential lures

b) The ThreatPath® solution for attack path visibility

c) The ADSecure for Active Directory defense

d) The DataCloak function to hide and deny access to data

e) The Deflect function to redirect malicious connection attempts to decoys for engagement

f) The Anti-Ransomware function for ransomware protection using machine learning  
 capabilities and behavioral-based detections 

3) The Attivo BOTsink® deception servers, which provide decoys, gather attacker threat intelligence   
 and automate incident response with orchestration playbooks

4) The ThreatDirect® deception forwarders to support remote and segmented networks 

5) The Attivo Central Managers and Identity Managers for centralized management
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THE EDN SUITE’S ANTI-RANSOMWARE CAPABILITIES
The EDN suite’s Anti-Ransomware security function monitors anomalous behavior and detects malicious activity in 
real-time. Attackers today use advanced evasion techniques like “living off the land” tools, loading malware from VMs, 
and running in memory to bypass endpoint defenses. Recent and more devastating attacks used targeted attack 
techniques and worm-like capabilities to move laterally to other systems. Defenders must stop attackers early in the 
attack, from delivery to hard-to-detect lateral movement, without impacting business. To stay ahead of fast-moving 
threats, they need behavior-based security that shuts down unknown threats before they can cause harm. The Anti-
Ransomware function’s inline analysis stops exploits that lead to infection. Meanwhile, machine-learning models, 
which are updated frequently, look for unusual behavior to stop unknown and zero-day threats, including ransomware, 
pre-emptively. The Anti-Ransomware function consists of the following three modules:

1) The DataCloak function prevents ransomware from accessing critical data. The function hides and denies  
 attackers access to local files, folders, removable storage, network or cloud shares, local administrator  
 accounts, and application credentials. 

2) The Behavior Detection function leverages machine learning for ransomware detection by identifying and  
 tracking suspicious behaviors. The following are the key capabilities of ransomware behavior-based  
 detection offers:

a) Learn ransomware behaviors – encryption of files, folders, decoys documents, change in entropy,  
 deletion of files, security product termination, deletion of shadow volumes, etc.
b) Scoring-based mitigation – once the ransomware meets certain thresholds, mitigate it by blocking all  
 IO operations and terminating the process.
c) Forensic reporting – generates alerts with context data from the endpoint based on aggressive,  
 moderate, or conservative behavioral detection.

3) Volume backup of endpoint applications and data provides options to take continuous backup of changes  
 using native Microsoft tools locally on each endpoint. It prevents ransomware from deleting backup files  
 created using Windows Volume Shadow Copy Service (VSS).
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MITRE ENGAGE AND RANSOMWARE 
MITRE Engage is a framework for discussing and planning adversary engagement, deception, and denial activities. The 
Engage Matrix below consists of Engagement Actions that help defenders implement strategies against adversaries. 
The EDN Anti-Ransomware function supports the highlighted Engage Activities to combat ransomware behaviors.  
 

Expose Affect Elicit

Collection Detection Prevention Direction Disruption Reassurance Motivation

API Monitoring
Decoy Artifacts 
& Systems

Baseline
Decoy Artifacts & 
Systems

Decoy Artifacts & 
Systems

Application Diversity
Application 
Diversity

Network 
Monitoring

Detonate 
Hardware

Hardware 
Manipulation

Detonate Hardware Isolation Artifact Diversity
Artifact 
Diversity

Software  
Manipulation

Network Analysis Isolation
Email 
Manipulation

Network 
Manipulation

Burn-In Detonate Malware

System Activity 
Monitoring

Network 
Manipulation

Migrate Attack 
Vector

Software  
Manipulation

Email 
Manipulation

Information 
Manipulation

Security 
Controls

Network 
Manipulation

Information 
Manipulation

Personas

Peripheral 
Management

Network Diversity Network Diversity

Security 
Controls

Peripheral 
Management

Software  
Manipulation

Pocket Litter

 

Attivo Networks identified and mapped MITRE ATT&CK tactics and techniques common to modern ransomware, then 
mapped the corresponding MITRE Engagement Activities that addressed these and the Attivo solutions that enabled them. 
The table below outlines how the ThreatDefend platform addresses ransomware through MITRE Engage.  
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R ANSOMWARE 
TECHNIQUE

MITR E 
ENGAGE 
GOALS

MITR E 
ENGAGE 
APPR OACHES

MITRE 
ENGAGE 
ACTIVITIES

MITRE 
ATT&C K 
TECHN IQUE

HOW ATTIVO HELPS

An adversary may exploit 
the OS Application 
Programming Interface 
(API) to achieve its goals. 
For example, the endpoint 
might have a policy that 
denied execution of 
PowerShell.exe, but an 
attacker could still execute 
commands supported by 
PowerShell.exe by building 
a program that uses the 
API directly. 

Examples: Netwalker, REvil, 
Conti

Expose - 
Reveal the 
presence 
of ongoing 
adversary 
operations.

Collection - 
Gather adversary 
tools, observe 
tactics, and 
collect other 
raw intelligence 
about the 
adversary’s 
activity.

API Monitoring 
- Monitor local 
APIs that 
adversary tools 
and activity 
might use.

T1059 - 
Command 
and Scripting 
Interpreter

T1106 -  
Native API

The Anti-Ransomware function 
monitors IoCs. For example, an 
adversary may attempt to modify/
rename/ delete files by using APIs on 
a compromised endpoint. The function 
triggers high-fidelity alerts and 
reports on potential malicious events. 
The solution can help defenders 
collect adversary tools and learn 
behaviors to mitigate ransomware 
operations.

An adversary may collect 
credentials with varying 
levels of privileges. 
They can use these 
compromised credentials 
for persistent access 
to remote systems and 
services, such as VPNs, 
Outlook Web Access, and 
remote desktop. 

Examples: APT29, Kinsing

Expose - 
Reveal the 
presence 
of ongoing 
adversary 
operations.

Collection - 
Gather adversary 
tools, observe 
tactics, and 
collect other 
raw intelligence 
about the 
adversary’s 
activity.

Software 
Manipulation - 
Make changes 
to a system’s 
software 
properties and 
functions to 
achieve the 
desired effect.

T1078 -  
Account 
Discovery

T1069 - 
Permission 
Groups 
Discovery

The EDN ThreatStrike solution also 
deploys deceptive credentials. It 
presents deceptive artifacts to 
any adversary credential collection 
attempts using discover techniques. 
These deceptive artifacts expose 
the attackers and redirect them to 
decoys for engagement. The Anti-
Ransomware function also leverages 
ransomware protection using the EDN 
DataCloak function, which hides and 
denies attacker access to local files, 
folders, local administrator accounts, 
and application credentials on a 
compromised endpoint.

Adversaries abuse system 
software features or other 
resources and collect 
data from a compromised 
endpoint. They may 
compress and encrypt 
the collected data before 
exfiltration using utility or 
third-party libraries. 

Examples: Agent Tesla, 
Emotet

Expose - 
Reveal the 
presence 
of ongoing 
adversary 
operations.

Collection - 
Gather adversary 
tools, observe 
tactics, and 
collect other 
raw intelligence 
about the 
adversary’s 
activity.

System Activity 
Monitoring - 
Collect system 
activity logs 
that can reveal 
adversary 
activity.

T1486 -  
Data Encrypted 
for Impact

The Anti-Ransomware function 
monitors IoCs and learns ransomware 
behaviors, e.g., adversaries 
attempting to encrypt files, folders, 
decoys documents, etc. The solution 
will also trigger high-fidelity alerts 
based on detected anomalous 
behaviors.
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R ANSOMWARE 
TECHNIQUE

MITRE 
ENGAGE 
GOALS

MITR E 
ENGAGE 
APPR OAC HES

MITRE 
ENGAGE 
ACTIVITIES

MITRE 
ATT&C K 
TECHN IQUE

HOW ATTIVO HELPS

An adversary can acquire 
decoy artifacts like 
credentials from web 
browsers by reading 
files specific to the 
targeted browser. They 
can also access Windows 
Credential Manager that 
stores website credentials 
from applications or 
network credentials. 

Examples: TrickBot

Expose - 
Reveal the 
presence 
of ongoing 
adversary 
operations.

Detection 
- Establish 
or maintain 
awareness 
in regard to 
adversary 
activity.

Decoy Artifacts 
and Systems 
- Introduce 
impersonations 
to expand the 
scope of a 
deceptive story.

T1555 - 
Credentials 
from Password 
Stores

The EDN ThreatStrike solution deploys 
deceptive artifacts as deceptive 
credentials, accounts, files, etc., 
leading adversaries using them to 
decoys for engagement. The EDN 
DataCloak function also hides 
production credentials. Additionally, 
the detection capability produces a 
high-fidelity alert and provides deep 
forensic data for investigation.

An adversary may use 
weaponized email 
attachments or malicious 
links or files, or in 
some cases, images. 
Ransomware uses several 
file types that require a 
user to execute them, 
including .doc, .pdf, .xls, 
etc. Users clicking on 
a malicious link can 
download and execute 
malicious code. 

Examples: Emotet, Dharma

Expose - 
Reveal the 
presence 
of ongoing 
adversary 
operations.

Detection 
- Establish 
or maintain 
awareness 
in regard to 
adversary 
activity.

Detonate 
Malware 
- Execute 
malware under 
controlled 
conditions to 
analyze its 
functionality.

T1204 -  
User Execution

The BOTsink server provides a 
malware sandbox to detonate 
ransomware and understand its 
behavior. It also provides detailed 
insights for each malicious activity 
and collects adversary intelligence, 
such as how the malware interacts 
with system resources and its target 
preferences, etc. Additionally, the 
Anti-Ransomware function alerts 
and reports based on behavioral 
detection.

An adversary can use 
scripts widely for attack 
techniques spanning the 
attack kill chain. They 
can download a payload, 
conduct an internal recon, 
or spread over the network 
to infect other endpoints. 
Attackers can easily hide 
them in macros and HTML 
files. Examples:  Ryuk, 
WastedLocker

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Prevention - Stop 
all or part of 
the adversary’s 
ability to operate 
as intended.

Isolation - 
Configure 
devices, 
systems, 
networks, etc., 
to contain 
activity and 
data, thus 
preventing the 
expansion and 
engagement 
beyond desired 
limits.

T1059 - 
Command 
and Scripting 
Interpreter

The BOTsink server detonates 
malicious activity on an isolated 
system and reduces exposure to 
unintended risks. Additionally, the  
Anti-Ransomware function supports 
scoring-based mitigation. Once it 
has detected malicious activity 
meeting certain thresholds (such 
as adversaries modifying or deleting 
several files on a compromised 
endpoint), the solution blocks 
operations and terminates the 
process.

An adversary can copy 
files, scripts, or transfer 
tools between systems 
in a compromised 
environment. They can 
use file sharing over SMB, 
Windows Admin Shares, 
or Remote Desktop 
Protocol. Examples: Ryuk, 
NetWalker, WannaCry

Affect - 
Negatively 
impact the 
adversary’s 
operations. 
Persistence

Prevention - Stop 
all or part of 
the adversary’s 
ability to conduct 
their operation 
as intended.

Network 
Manipulation - 
Make changes 
to network 
properties and 
functions to 
achieve the 
desired effect.

T1570 -  
Lateral Tool 
Transfer

The EDN ThreatStrike solution 
deploys decoy network shares 
on endpoints mapping to decoy 
servers and will detect an adversary 
attempting to transfer tools 
or scripts to these locations. 
Additionally, the EDN DataCloak 
function detects attackers 
enumerating network shares and 
prevents access to them.
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R ANSOMWARE 
TECHNIQUE

MITR E 
ENGAGE 
GOALS

MITR E 
ENGAGE 
APPR OACHES

MITRE 
EN GAGE 
ACTIVITIES

MITRE 
ATT&C K 
TEC HN IQUE

HOW ATTIVO HELPS

An adversary can 
enumerate files 
and directories on 
compromised endpoints 
for valuable information 
within a file system. 

Examples: Azorult, Bazar, 
Conti

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Direction - 
Encourage or 
discourage the 
adversary from 
conducting their 
operation as 
intended.

Decoy Artifacts 
and Systems 
- Introduce 
impersonations 
to expand the 
scope of a 
deceptive story.

T1083 - File 
and Directory 
Discovery

The EDN ThreatStrike solution 
deploys decoy artifacts as deceptive 
credentials, accounts, files, etc. The 
Anti-Ransomware function helps 
defenders create various decoy files 
that report ransomware operations 
using them. The EDN DataCloak 
function hides the critical files, 
negatively impacting the adversary.

An adversary may use 
weaponized email 
attachments or malicious 
links or files, or in 
some cases, images. 
Ransomware use several 
types of files that require 
a user to execute them, 
including .doc, .pdf, .xls, 
etc. Users clicking on 
a malicious link can 
download and execute 
malicious code. 

Examples: Emotet, Dharma

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Direction - 
Encourage or 
discourage the 
adversary from 
conducting their 
operation as 
intended.

Detonate 
Malware 
- Execute 
malware under 
controlled 
conditions to 
analyze its 
functionality.

T1204 - User 
Execution

The BOTsink server offers a malware 
sandbox and high-interactive decoys 
to detonate malware, thereby 
revealing high-fidelity interactive 
information to identify IoCs useful 
for a wider detection and protection 
strategy. 

An adversary can copy 
files, scripts, or transfer 
tools between systems 
in a compromised 
environment. They can 
use file sharing over SMB, 
Windows Admin Shares, or 
Remote Desktop Protocol. 

Examples: Ryuk, 
NetWalker, WannaCry

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Direction- 
Encourage or 
discourage the 
adversary from 
conducting their 
operation as 
intended.

Network 
Manipulation - 
Make changes 
to network 
properties and 
functions to 
achieve the 
desired effect.

T1570 - Lateral 
Tool Transfer

The EDN ThreatStrike solution 
deploys decoy network shares 
on endpoints mapping to decoy 
servers. The solution detects an 
adversary attempting to transfer 
tools or scripts to these locations. 
Additionally, the EDN DataCloak 
function detects attackers 
enumerating network shares and 
prevents access to them. Its 
behavioral detection capability 
prevents adversaries from succeeding 
by blocking their intended operation 
or terminating the anomalous 
process.

An adversary may 
compress and encrypt 
data collected from 
compromised endpoints 
before exfiltration. 

Examples: Agent Tesla, 
Emotet

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Direction- 
Encourage or 
discourage the 
adversary from 
conducting their 
operation as 
intended.

Software 
Manipulation - 
Make changes 
to a system’s 
software 
properties and 
functions to 
achieve the 
desired effect.

T1560 - Archive 
Collected Data

The Anti-Ransomware function 
monitors and learns ransomware 
behaviors. Its machine learning 
capabilities mitigate malicious 
activity by blocking all IO operations 
and terminating the process. Its file 
backup module helps take volume 
backup of data on the endpoint 
using native Microsoft tools. It 
prevents ransomware from deleting 
backup files created using Windows 
Volume Shadow Copy Service (VSS). 
As a result, the solution disrupts 
the adversary from conducting its 
intended operation.
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R ANSOMWARE 
TECHNIQUE

MITRE 
ENGAGE 
GOALS

MITR E 
ENGAGE 
APPR OACHES

MITRE 
EN GAGE 
ACTIVITIES

MITRE 
ATT&C K 
TEC HN IQUE

HOW ATTIVO HELPS

An adversary can obtain 
credentials with varying 
levels of privileges and 
use these compromised 
credentials for persistent 
access to remote 
systems and services, 
such as VPNs, Outlook 
Web Access, and remote 
desktop. 

Examples: APT29, Kinsing

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Disruption 
- Impair an 
adversary’s 
ability to conduct 
their operation 
as intended.

Decoy Artifacts 
and Systems 
- Introduce 
impersonations 
to expand the 
scope of a 
deceptive story.

T1133 - 
External Remote 
Services

T1021 - Remote 
Services

The EDN ThreatStrike solution 
deploys decoy artifacts as deceptive 
credentials, accounts, files, etc. The 
BOTsink server can deploy decoys 
mimicking production infrastructure. 
Adversaries attempting to use decoy 
artifacts engage with these decoys. 
The Anti-Ransomware function 
learns ransomware behaviors and 
terminates any unknown process that 
is running. As a result, the solution 
disrupts the adversary’s intended 
operation. 

An adversary can use 
scripts widely for attack 
techniques spanning the 
attack kill chain. They 
can download a payload, 
conduct an internal recon, 
or spread over the network 
to infect other endpoints. 
They prove to be handy for 
attackers who can hide 
them in macros and HTML 
files. 

Examples:  Ryuk, 
WastedLocker

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Disruption 
- Impair an 
adversary’s 
ability to conduct 
their operation 
as intended.

Isolation - 
Configure 
devices, 
systems, 
networks, etc., 
to contain 
activity and 
data, thus 
preventing 
expansion and 
engagement 
beyond desired 
limits.

T1059 - 
Command 
and Scripting 
Interpreter

The EDN Deflect function alerts on 
attacker reconnaissance scanning for 
ports and services to exploit. It also 
redirects both inbound and outbound 
connection attempts to decoys 
for engagement. The EDN Deflect 
function makes every endpoint a part 
of the deception fabric, obfuscating 
what they look like from the network 
to disrupt attackers attempting to 
fingerprint them or move laterally. 
The EDN Deflect function enables 
native isolation of infected systems 
to limit their communications to 
the decoy environment, quarantining 
them away from production systems 
to limit the damage they can do. 
The Anti-Ransomware function 
learns ransomware behaviors and 
terminates any unknown process that 
is running. As a result, the solution 
disrupts the adversary’s intended 
operation. 

An adversary may 
use targeted attack 
techniques and worm-
like capabilities to move 
laterally to other systems. 

Examples: REvil, Ryuk, 
WastedLocker

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Disruption 
- Impair an 
adversary’s 
ability to conduct 
their operation 
as intended.

Network 
Manipulation - 
Make changes 
to network 
properties and 
functions to 
achieve the 
desired effect.

T1570 - Lateral 
Tool Transfer

The EDN Anti-Ransomware 
capabilities disrupt ransomware 
operations and mitigate intended 
operations by blocking IO operations. 
Additionally, the EDN Deflect function 
alerts when attackers scan for ports 
and services to exploit. It redirects 
any attack connection attempt 
targeting non-existing services on 
endpoints to network decoys for 
engagement. The solution disrupts an 
attacker’s ability to discover services 
and move laterally to other endpoints.



www.attivonetworks.comWhitepaper 11ANWP050522 © 2022 Attivo Networks. All rights reserved.

R ANSOMWARE 
TECHNIQUE

MITR E 
ENGAGE 
GOALS

MITR E 
ENGAGE 
APPR OACHES

MITRE 
ENGAGE 
ACTIVITIES

MITRE 
ATT&C K 
TECHN IQUE

HOW ATTIVO HELPS

Adversary attempts to 
collect information on the 
compromised endpoint 
using commands to obtain 
information about services 
using operating system 
utilities are “sc,” “tasklist 
/svc” using Tasklist, and 
“net start” using Net 
commands. 

Examples: REvil, OilRig

Affect - 
Negatively 
impact the 
adversary’s 
operations.

Disruption 
- Impair an 
adversary’s 
ability to conduct 
their operation 
as intended.

Software 
Manipulation - 
Make changes 
to a system’s 
software 
properties and 
functions to 
achieve the 
desired effect.

T1555 - 
Credentials 
from Password 
Stores

T1003 - OS 
Credential 
Dumping

The EDN ADSecure solution can 
monitor all console and PowerShell 
commands adversaries use to collect 
information from compromised 
endpoints. It can manipulate the 
results of commands executed to 
prevent adversaries from achieving 
their desired effect. The Anti-
Ransomware function detects 
ransomware behaviors and disrupts 
the adversary’s intended operations.

An adversary can exploit 
remote services and gain 
unauthorized access 
to internal systems. 
They have exploited the 
Zerologon (CVE-2020-
1472) vulnerability to 
establish a vulnerable 
Netlogon session 
and gained domain 
administrator privileges to 
perform lateral movement. 

Examples: Emotet, 
NotPetya, WannaCry

Elicit- Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Reassurance - 
Add authenticity 
to deceptive 
components 
to convince an 
adversary that 
an environment 
is real.

Application 
Diversity - 
Present the 
adversary 
with various 
installed 
applications 
and services.

T1210 - 
Exploitation 
of Remote 
Services

The EDN DataCloak function prevents 
ransomware activities from accessing 
critical data. The function hides and 
denies attackers access to the local 
files, folders, local administrator 
accounts, and application credentials 
from a compromised endpoint. 

The BOTsink server offers decoys 
for over 70 different services and 
applications. These decoys are 
completely customizable to mimic 
production services and applications. 
Additionally, the EDN suite adds 
authenticity to deceptive components 
with realistic user accounts, 
credentials, or files to attack. 
Attackers following such deceptive 
data can engage with the decoys, 
thereby revealing tactics, techniques, 
and procedures.

An adversary may collect 
valuable information 
from shared network 
drives and folders and 
identify potential targets 
of interest for Lateral 
Movement. 

Examples: Trickbot, Bazar, 
Conti

Elicit - Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Reassurance - 
Add authenticity 
to deceptive 
components 
to convince an 
adversary that 
an environment 
is real.

Artifact 
Diversity - 
Present the 
adversary with 
various network 
and system 
artifacts.

T1135 - 
Network Share 
Discovery

The BOTsink server deploys decoy 
systems with varying Operating 
Systems and software configurations. 
The EDN ThreatStrike solution deploys 
deceptive credentials on production 
endpoints. These detect attackers 
compromising deceptive credentials 
and redirect them to decoys for 
engagement. The diversity of artifacts 
tries to elicit and gather more 
information from the adversary.

The EDN DataCloak capabilities enable 
organizations to define files, folders, 
and mapped network or cloud shares 
to hide and restrict access from 
untrusted processes. 
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HOW ATTIVO HELPS

An adversary can obtain 
and abuse credentials 
with varying privilege 
levels during initial 
access. Attackers used 
these compromised 
credentials to bypass 
access controls placed 
on various resources 
on systems within the 
network. They may even 
use them for persistent 
access to remote systems 
and externally available 
services, such as VPNs, 
Outlook Web Access, and 
remote desktop. 

Examples: TrickBot, Ryuk

Elicit - Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Reassurance - 
Add authenticity 
to deceptive 
components 
to convince an 
adversary that 
an environment 
is real.

Burn-In - 
Exercise a 
target system 
in a manner 
where it will 
generate 
desirable 
system 
artifacts.

T1078 - Valid 
Accounts

The EDN solution deploys deceptive 
artifacts on endpoints that it 
periodically refreshes to make them 
appear as being in use or recently 
created. Artifacts that seem to be in 
current use have a higher probability 
of an adversary using them than 
others. Adversaries using these 
artifacts will engage with the decoys. 
The TheatDefend platform captures 
their tactics, techniques, and 
procedures during the engagement. 
The EDN credential protection 
function supports 80+ different 
applications. It binds credential 
stores to the applications that 
own them, preventing unauthorized 
access from other processes.

An adversary may obtain 
files of interest and 
sensitive data from the 
local file systems or 
databases, or remote 
systems via network 
shared drives before 
exfiltration. 

Examples: Turla, Ursnif, 
Egregor, Ramsay

Elicit - Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Reassurance - 
Add authenticity 
to deceptive 
components 
to convince an 
adversary that 
an environment 
is real.

Pocket Litter - 
Place data on 
a system to 
reinforce the 
legitimacy of 
the system or 
user.

T1005 - Data 
from Local 
System

T1039 - Data 
from Network 
Shared Drive

The BOTsink server can deploy decoy 
documents on endpoints that detect 
and alert when attackers exfiltrate 
them. The EDN DataCloak function 
can also hide and deny access to 
sensitive data from the local system. 
Ransomware operations attempting 
to collect data from such systems 
will lead to early detection.

An adversary can exploit 
remote services and gain 
unauthorized access 
to internal systems. 
They have exploited the 
Zerologon (CVE-2020-
1472) vulnerability to 
establish a vulnerable 
Netlogon session 
and gained domain 
administrator privileges to 
perform lateral movement. 

Examples: Emotet, 
NotPetya, WannaCry

Elicit - Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Motivation - 
Encourage an 
adversary to 
conduct part 
or all of their 
mission.

Application 
Diversity - 
Present the 
adversary 
with various 
installed 
applications 
and services.

T1210 - 
Exploitation 
of Remote 
Services

The BOTsink server offers a target-
rich environment with decoy systems 
for over 70 different services and 
applications. These decoys are 
completely customizable to mimic 
production services and applications. 
Additionally, the EDN suite provides 
authentic, high-interaction decoy 
technology to trap attackers into 
engagement, providing the advantage 
of early detection and the ability to 
gather extensive data for attack 
analysis.
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An adversary can collect 
valuable information 
from shared network 
drives and folders and 
identify potential targets 
of interest for Lateral 
Movement. 

Examples: Trickbot, 
Bazar, Conti

Elicit - 
Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Motivation - 
Encourage an 
adversary to 
conduct part 
or all of their 
mission.

Artifact 
Diversity - 
Present the 
adversary 
with various 
network 
and system 
artifacts.

T1135 - 
Network Share 
Discovery

The ThreatDefend platform provides 
a target-rich environment to 
encourage an adversary to conduct 
part or all of their mission. The 
EDN ThreatStrike solution deploys 
lures on production machines as 
deceptive credentials and network 
shares. The EDN concealment 
capabilities enable organizations 
to define files, folders, and mapped 
network or cloud shares to hide 
and restrict access from untrusted 
processes. 

An adversary may use 
weaponized email 
attachments or malicious 
links or files, or in 
some cases, images. 
Ransomware use several 
types of files that require 
a user to execute them, 
including .doc, .pdf, .xls, 
etc. Users clicking on 
a malicious link can 
download and execute 
malicious code. 

Examples: Emotes, 
Dharma

Elicit - Learn 
about the 
adversary’s 
tactics, 
techniques, 
and 
procedures.

Motivation - 
Encourage an 
adversary to 
conduct part 
or all of their 
mission.

Detonate 
Malware 
- Execute 
malware under 
controlled 
conditions to 
analyze its 
functionality.

T1204 - User 
Execution

The BOTsink server decoys capture 
adversary behaviors and tools by 
executing malware under controlled 
conditions and providing deep forensic 
data for investigation. The decoy 
servers provide detailed insights for 
each ransomware activity or attacker 
action on the decoy servers. The 
BOTsink server also studies adversary 
behaviors, and decoys engage with 
the adversary to obtain further 
intelligence. 

Additionally, the BOTsink server 
also offers a malware sandbox that 
defenders can use to detonate 
ransomware and understand their 
behavior. 

CONCLUSION
Ransomware will remain a problem for the foreseeable future as long as cybercriminals continue to make money from this 
activity. Organizations may feel that having sufficient backups can help recover from ransomware infections, though this 
is not a foolproof strategy. It is far better to prevent the compromise in the first place than deal with ransom payments, 
disruption of business, and the costs to restore services. While perimeter security solutions may catch commodity malware, 
advanced ransomware attacks repeatedly demonstrate that they can evade these defenses to infiltrate and infect an internal 
system. Catching these attackers early as they use advanced tactics to move laterally, encrypt critical systems,  
and compromise data is paramount in limiting the damage they can cause. 

ABOUT ATTIVO NETWORKS® 
Attivo Networks®, a SentinelOne company, provides Identity Threat Detection and Response (ITDR) and cyber deception solutions for 
protecting against identity compromise, privilege escalation, and lateral movement attacks. Through data cloaking, misdirection, and 
cyber deception, the platform efficiently prevents attacks across Active Directory, cloud environments, and devices. 


