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OVERVIEW
Regardless of the industry vertical or size of an organization, networks and data are under siege today. Every company 
faces risk, but cybercriminals are in it for the money, so certain industries are more attractive. The retail sector is a 
significant part of the American economy, contributing over a trillion dollars per year, and adversaries have taken note. 

Over the past few years, statistics indicated that retail was the fourth most exploited industry behind healthcare, 
finance, and professional services. Due to the expansive attack surface and the large number of transactions made 
in various forms, adversaries are finding ways into retailer networks and remaining undetected for months on end. No 
matter the reason or method, retailers are finding cyberattack prevention and detection increasingly challenging for 
retailers, and they need modern solutions that can address these challenges.  

RETAIL CYBER THREATS
Retailers face the same ransomware, crypto mining, phishing, 
and other general cyber attacks as other companies in other 
industries. However, they must also deal with a handful of 
attacks that are unique to the retail sector. Both petty crooks 
and organized cybercrime rings focus aggressively on stealing 
credit card data and credentials to use in attacks against 
retailers. “Card not present” (CNP) fraud and carding attacks 
cost the retail industry billions of dollars each year.

With the introduction of EMV(representing the Europay, MasterCard and Visa payment method originators) chip cards, 
it is more difficult for criminals to clone physical cards. However, customers can make CNP purchases online, even with 
an EMV chip card. The retailer requests the CVV—the 3 or 4 digit code on the back of the card—to “prove” the customer 
has the physical card, but then it gets transmitted across the internet, where the retailer processes or stores it on a 
server. As a result, there are massive databases of credit card data available on the Dark Web that include the zip code 
and CVV associated with the card number to enable criminals making fraudulent purchases. 

Carding takes CNP fraud to another level by effectively “laundering” the stolen money. Criminals use CNP transactions to 
purchase prepaid cards and gift cards and sell them at a discount. It allows criminals to turn the original fraud into cash, 
and it provides the card buyer with the ability to make illegal purchases with almost zero chance of detection.

THE NEED TO PROTECT ENTERPRISE IDENTITIES
Sophisticated attackers target identities within the enterprise to access network resources, move laterally, elevate 
privileges and ultimately advance their attacks. Using the information they gather from endpoints, Active Directory, and 
the cloud, they compromise identities such as user, service, application, and administrator accounts to gain privileged 
access to the on-premises and cloud networks. Unfortunately, current security controls like EDR often miss identity-
based attacks because they falsely appear as legitimate user activity.

“Given the wealth of payment  
information retailers have access  
to, it is no surprise that nearly a  
quarter, 24%, of all cyberattacks  
are levied against retailers.” 
 - Fortinet
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Organizations generally view enterprise identities as way to 
authenticate and authorize a user to access the network and its 
resources. Attackers view them as the primary mechanism to 
laterally move once they’ve established a beachhead inside the 
network. Security teams do not always have the necessary visibility 
into identity and entitlement security hygiene issues, nor do they 
have reliable visibility to exposures at the endpoints, in Active 
Directory, or the cloud. It becomes difficult to tell when identity 
risks through exposures, misconfigurations, or overly permissive 
provisioning are creating vulnerabilities for attackers to target. 

This lack of visibility is hazardous today, at a time when the network environment is more distributed than ever. Without 
adequate visibility, organizations can’t manage identity risks and entitlements exposures effectively across both on-
premises and cloud environments. 

DECEPTION AND CONCEALMENT TECHNOLOGY
Most companies have the standard array of cybersecurity tools in place—firewalls, EPP, EDR, IDPS, HIDS, spam filters, 
network monitoring tools, etc. The problem is these traditional cybersecurity tools rely on either matching a signature or 
detecting anomalous behavior. A signature-based security control must have a pattern to match against potential threat 
activity, and advanced attackers often use custom-built malware that evades detection.

To address that gap, many organizations also monitor activity for suspicious or abnormal behavior. Unfortunately, 
behavioral analysis and anomaly detection are prone to misleading results and false positives. Anomalous doesn’t 
always mean malicious; just because someone chooses to log in from home and get some work done on a Sunday 
doesn’t mean they’re stealing data. However, the behavioral analytics solution would flag the activity, making it the 
responsibility of IT staff who already have a high workload to separate the signal from the noise.  
 
 
 
 
 
 
 

It doesn’t matter if the activity is from an authorized employee poking around where they shouldn’t be, an authorized 
user accessing servers or data to cause damage or steal information, or an external attacker performing suspicious 
or malicious actions with stolen credentials. If the organization detects any of these activities, it is cause for alarm 
because it can indicate an enterprise identity compromise.

Deception and concealment technology protects identities by detecting and derailing malicious activity. Deception and 
concealment technology also provides an organization with the means to effectively detect, deny, derail, and respond to 
attacks without dealing with false positives. 

Deception technology provides early and efficient attack detection across a wide range of potential threats and attacks. 
It provides visibility across a broad and evolving attack surface with a fabric of decoy systems (such as servers, IoT 
devices, SCADA, POS, routers, and many more), services, subnets, credentials, and data. Deception technology gives 

“Deception is the first technology  
I’ve seen in over a decade that  
truly has the potential to turn  
the table on the attacker. “ 
 
– Assistant CISO, Top Fortune    
   500 Retail Company

There are particular actions an organization can watch for that would eliminate false positives. These 
activities are a clear indication that something suspicious or malicious is going on that needs attention:

• Authorized users trying to access servers or data they shouldn’t  
• Authorized users attempting to access sensitive data that is unrelated to their roles or job duties 
• Credential theft and misuse
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organizations the ability to detect attacks as they occur across the entire infrastructure—in the network, data center, 
the cloud, and remote work sites. Properly deployed decoy assets and credentials provide optimal detection to identify 
attack activity and reduce the attackers’ chances of avoiding detection.

Where deception technology provides targets that engage attackers and leads them away from production assets, 
concealment technology hides and denies access to sensitive or privileged credentials, data, AD objects, and storage 
locations. By limiting what production assets attackers can target and only showing them decoys, the organization can 
limit the damage they can cause while having a greater chance of detecting them.

ATTIVO NETWORKS SOLUTIONS - VISIBILITY, DECEPTION, 
CONCEALMENT, AND IDENTITY SECURITY
To protect identities, retail organizations must gain visibility to existing exposures and attack paths at the endpoint, 
in AD, and the cloud that attackers can leverage to compromise credentials, elevate privileges, and take advantage of 
identity and entitlement risks. Remediating or mitigating these exposures and attack paths reduces the attack surface, 
helping to reduce the risk of a successful breach.

The Attivo ThreatDefend® platform 
offers several solutions that 
collectively provide enterprise-
wide visibility to identity risks and 
entitlement exposures, reducing 
the organization’s identity attack 
surface at endpoints, in AD, and 
the cloud. These solutions are 
the ThreatStrike®, ThreatPath®, 
and ADSecure solutions from the 
Endpoint Detection Net (EDN) suite, 
the ADAssessor solution, and the 
IDEntitleX solution.

The Attivo Networks EDN suite anticipates attacker methods to move laterally from infected endpoints and ambushes 
their moves with lures, bait, and misdirection to speed threat detection. The EDN suite boosts existing endpoint security 
detection performance by showing exposed credential attack paths, credential misuse, and attempts to enumerate 
AD. Concealment technology hides and denies access to critical files, data, AD objects, and credentials. The solution 
prevents discovery, credential theft, privilege escalation, data collection, and lateral movement.

The EDN suite’s ThreatStrike® endpoint module creates decoy credential lures to detect and misdirect credential theft, 
giving visibility to credential theft attempts. The ThreatPath® module provides visibility to credential exposures at the 
endpoints to manage the endpoint attack surface, displaying these exposures in a graphical map and providing search 
and filter tools to aid in analysis. The ADSecure solution provides visibility to Active Directory attacks by detecting and 
misdirecting unauthorized queries targeting AD objects and data. It modifies the query results, providing fake AD objects 
leading attackers to decoys for engagement, and displays the queries and commands the attackers ran. 

Deception technology creates a detection fabric that spans the entire network, adding decoy systems, credentials, and 
data at multiple levels to engage the attackers. These decoy assets provide an environment that detects and alerts the 
security team on any activity engaging it while capturing forensics for threat intelligence development. 
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The Attivo Networks ADAssessor solution gives customers unprecedented visibility to AD risk with continuous insight 
into exposures, overprovisioning, and misconfiguration for domains, users, and devices. It also detects mass changes 
to AD objects in real-time, indicating an attack is underway and providing an early warning for organizations to derail 
activities that typically go undetected. The solution simply deploys to a single standard workstation that belongs to the 
AD forest and comes with a management console for analysis and management.

The Attivo Networks IDEntitleX solution provides visibility and reduces the attack surface for identities and entitlements 
in the cloud. The solution includes multi-cloud support for AWS and Azure and provides detailed entitlement visibility for 
users, applications, virtual machines, containers, serverless functions, and other objects attackers target.

The ThreatDefend platform can make any production endpoint a part of the deception fabric through the EDN Deflect 
function, which detects and redirects inbound or outbound port or service scans touching closed ports to decoys with 
corresponding open ports and services for engagement.  The function makes fingerprinting endpoints difficult and forces 
engagement with the decoy environment for early detection.  It also acts as a native quarantine function by forwarding  
all traffic from the compromised system to the decoys.

The Attivo identity protection solutions give customers a unified dashboard view of identities and exposures across the 
organization from endpoints to AD and the cloud, addressing provisioning management challenges while maintaining 
operational effectiveness.

RETAIL ORGANIZATION CASE STUDIES
The following case studies highlight 
the effectiveness of Deception 
Technology for detecting attackers 
that successfully bypass perimeter 
defenses and gain access to the 
internal network. 

A retail organization with over 800 
stores throughout the United States 
and over five thousand employees 
conducted a Red Team test to 
evaluate the resiliency of its network 
security. The evaluation occurred in 
two phases: an overt test and a  
covert test. 

As part of its preparation, the organization deployed the ThreatDefend platform to meet the test’s deception 
requirements. They used network decoys, services, and mapped shares out of the box with no customizations before 
proceeding with the evaluation. The Red Team began the overt testing, and the deception platform quickly detected 
their scanning and reconnaissance as they attempted to move around. Using the forensics captured by the decoys, the 
organization recorded all the Red Team activities in the deception environment for later analysis and reporting. 

During the covert portion of the test, the Red Team breached the physical perimeter and gained access to the building. 
They brought a laptop with a Mi-Fi device, connected it to a network port they had discovered behind a file cabinet, and 
then hid it for later access. The Red Team bypassed all existing perimeter security and had full access to the internal 
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network by remotely accessing the laptop through the Mi-Fi device. However, as soon as they attempted to move from 
their rogue laptop to another system, the ThreatDefend platform detected their access attempts and alerted the security 
team, who quickly found the rogue system and shut it down. The retail organization successfully passed its evaluation.

A second organization faced a more significant situation – they knew that criminals were in the network and had been 
conducting illicit activity for years. This Fortune 500 retail organization had over 1200 stores throughout the United 
States and employed over 60,000 people. They chose the Attivo Networks ThreatDefend platform to help them stop the 
attackers from stealing funds from their externally accessible gift card server and accessing their Citrix environment for 
fraudulent activity.

The organization created a decoy web server with a back-end database containing cloned gift card data that they deployed 
as an internal “development” server and then notified the company about them. They then recorded the legitimate 
credentials the attackers used to login to the decoy server and eliminated each account to shut down their access.

The organization also used the ThreatDefend platform to stand up a complete decoy Citrix environment with multiple VMs, 
as they had traced a significant amount of attacker activity originating from their production Citrix infrastructure. The 
decoys recorded unauthorized access and events that the SOC immediately reacted to, identifying compromised Citrix 
accounts and instances the attackers leveraged and deactivating them. 

The organization used its tools to respond to the attackers and eventually expelled them from the network altogether.

CONCLUSION
The threat landscape is continually adapting and expanding. Especially for retailers. Attackers develop new exploits and 
techniques to target identities, and it is nearly impossible to prevent and block them all. The simple truth is that there is 
no way to stop 100 percent of attacks before they occur. 

Visibility to existing exposures and attack paths at the 
endpoint, in AD, and the cloud, combined with deception 
and concealment technology are proven techniques for 
protecting against identity-based attacks that evade 
detection from other security controls. Analyzing log data or 
monitoring for anomalous behavior creates added complexity 
and often results in false positives. Focusing on an identity-
first security posture provides the tools a retail organization 
needs to quickly and accurately detect suspicious or 
malicious activity to limit the potential impact.

 
 

“At the recent RH-ISAC conference,  
I heard a reoccurring theme from other 
retailers. They’d say, we feel like once 
the attackers get in the front door, the 
game is over. I say, that’s just when  
the game begins with having Attivo.”  
 
– CISO at Large American Retailer 

ABOUT ATTIVO NETWORKS® 
Attivo Networks®, the leader in identity detection and response, delivers a superior defense for preventing privilege 
escalation and lateral movement threat activity. Customers worldwide rely on the ThreatDefend® Platform for 
unprecedented visibility to risks, attack surface reduction, and attack detection. The portfolio provides patented 
innovative defenses at critical points of attack, including at endpoints, in Active Directory, and cloud environments. 
Attivo has 150+ awards for technology innovation and leadership. www.attivonetworks.com


