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Distributed Deception Platforms for Automating 
Incident Response 

Abstract
Incident Response continues to be a difficult task.  Constant preparation, validating alerts, investigating 
incidents, and remediation actions create constant demands of Computer Security Incident Response 
Teams (CSIRTs).  With the increasing volumes of data to sift through to detect or identify malicious 
activity, the limited resources (time, manpower, expertise) available to response teams, and the greater 
consequences of breaches, Incident Response is more challenging than ever before.  This is compounded 
by Security Operational challenges for which there are no clear solutions.  Issues with careless users, gaps 
in visibility, and patching woes have no easy remedies.  A variety of innovative technologies has begun 
to emerge to try to address these challenges.  One such technology is deception, which can streamline 
incident response in an organization by addressing the issues it faces, simplifying responses to their 
challenges, and overall, easing the burdens on incident responders. 
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Introduction
As the number and complexity of threats facing security professionals increases, incident response 
capabilities are as critical as ever.  The challenges in conducting a flawless incident response plan, 
however, are equally as complex as the threats they are meant to remediate.  Complicated as incident 
response may be, automating the steps involved not only reduces time-to-remediation, but it also 
unburdens critical resources from alert fatigue – essential actions in successfully avoiding a breach.  
Adoption of new technology is playing a critical role in solving these challenges and in providing continuous 
threat management for early detection and automation of incident handling for faster remediation.  

This paper will discuss the challenges in incident response, the technology needed to mitigate those 
challenges, and the role of distributed deception platforms for automating investigation and incident 
response.  

Incident Response and Its Challenges
Incident response (IR) is defined as an organized approach to addressing and managing the aftermath 
of a security breach or attack (also known as an incident).  The goal is to address the incident to limit 
the damage, manage liability, and reduce recovery time and costs.  To this end, many organizations 
have dedicated personnel, the Computer Security Incident Response Team (CSIRT), to manage and be 
responsible for the IR process.  Per the National Institute of Standards and Technology publication, titled, 
“Computer Security Incident Handling Guide” (Cichonski, Millar, Grance, & Scarfone, 2012, pp. 21-41), the IR 
process has seven stages: 1

1. Prepare for an incident
2. Detect a potential attack
3. Analyze and investigate the incident
4. Contain the breach
5. Eradicate the attack
6. Recover the assets
7. Conduct a Post-Incident analysis to prevent future occurrences 

This complex process contains many elements that must function properly.  The CSIRT conducts IR in a never-
ending cycle of “prepare, respond, recover,” but must first detect to respond, making detection a critical 
part of the process.  So how do they go about detecting them?  

1 NIST—Computer Security Incident Handling Guide
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Current methodologies detect incidents by placing different solutions throughout the network to collect 
data while protecting network perimeters and endpoints.  These solutions gather communications and 
activity data, which a security monitoring function analyzes to identify incidents.  The analysis of this data 
can be integrated within the solution (such as firewalls, intrusion detection/prevention systems, or anti-
virus at the end points), automated with Security Information and Event Management (SIEM) software, 
or conducted manually by security personnel.  Identified malicious activity raises alerts for the CSIRT to 
investigate and confirm the incident.  Positive identification begins the IR process, with the CSIRT conducting 
all necessary steps to contain and remediate the threat.  However, many threats go undetected. 

Imperfect Detection
The most common methods for identifying potentially malicious activity are signature-based and anomaly-
based detection.

Signature-based detection, one of the earliest methods used, has the advantage of being efficient.  
Data traffic is compared against a database of known malicious patterns (the signatures), with an alert 
being raised when a match is found.  Without constant updates, the signature detection solution fails to 
identify attack patterns.  Skilled attackers can easily change their attack methods and patterns to evade 
identification.2 By its very nature, signature detection cannot identify new attacks it has no signatures for, 
known by the term, “False Negative.”

A different methodology, anomaly-based detection, relies on creating a baseline of trusted or “normal” 
activity through statistical analysis and machine learning, then alerting on anything that violates the norm.  
By comparing deviations to the baseline activity, new or previously unknown threats can be detected.  The 
difficulty with this methodology is maintaining a “clean” baseline from which to compare against.  Networks 
are increasingly more dynamic, making baselining more difficult to maintain, resulting in benign activity 
erroneously identified as suspicious, leading to false positives and additional management overhead.3

Signal to Noise Ratios
Extremely high volumes of data and alerts make it difficult to correlate data, accurately identify incidents, 
and respond in a timely manner. Per a 2015 report by research firm Enterprise Management Associates 
(EMA), titled, “Data-Driven Security Reloaded,” half of the more than 200 IT administrators and security 
professionals surveyed said too many false positives were keeping them from being confident on breach 
detection.4 When asked for the key reasons for advanced analytics software, about 30 percent of the 
organizations surveyed cited reduced false positives.  Nowhere was this more illustrated than in the Target 
data breach, where the detection solutions fired off so many alerts that actual malicious alerts were buried 
under false positive ones.5  The noise from the false positive alerts prevented the security personnel from 
identifying the actual attacker activity within their environment.  Alert fatigue is now a common impediment 
of security, with no easy resolution because of the continuous learning and tuning required for most 
detection solutions.

2 Intrusion detection evasion:  How Attackers get past the burglar alarm 
3 Statistical Problems with Statistical-based Intrusion Detectio 

4 Data-Driven Security Reloaded 
5 Missed Alarms and 40 Million Stolen Credit Card Numbers: How Target Blew It

https://www.sans.org/reading-room/whitepapers/detection/intrusion-detection-evasion-attackers-burglar-alarm-1284
http://www.netsq.com/documents/StatisticalSensors.pdf
http://www.enterprisemanagement.com/research/asset.php/2995/Data-Driven-Security-Reloaded:-Summary-of-Research-Findings-for-Endpoint-Threat-Detection,-Prevention,-and-Response
https://www.bloomberg.com/news/articles/2014-03-13/target-missed-warnings-in-epic-hack-of-credit-card-data
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According to research from the Enterprise Strategy Group (ESG), Senior Principal Analyst John Oltsik 
indicated that IR has become more difficult over the past few years because of the sheer volume of alerts.6 
He states, 

“Recent ESG research shows that 28% of enterprise organizations generate between 5,000 
and 10,000 security alerts per month while 21% generate between 10,000 and 15,000 security 
alerts each month.  Regardless of an organization’s cyber security staff and skills, it’s simply 
impossible to look into all of these alerts.  In fact, 42% of cyber security professionals working at 
enterprise organizations claim that they ignore a significant number of security alerts because 
they can’t keep up with the volume while another 32% said that they ignore a marginal 
number of security alerts for the same reason.”

With volumes of alerts increasing, one would assume that organizations could just dedicate more resources 
to the problem.  Industry trends contradict that assumption, likely due to budget and staffing limitations. 

Resource-constraints
Information Security is severely resource-limited, primarily in the areas of time and people.  Time is expensive, 
in the sense that, per the Verizon “Data Breach Investigation Report” (DBIR), the time to compromise is 
almost always in minutes or less, and the time to exfiltrate was measured in days or less.7  Even worse, the 
time to detect these breaches has gotten longer.  In other words, attackers compromise systems quickly, 
then spend most of their time collecting and exfiltrating data, before being discovered days or weeks later.  
As a result, attackers have successfully exfiltrated data before being discovered.  The faster the attacker 
compromises a network, and the longer he stays, the more data he could exfiltrate or the more damage 
he could inflict on critical infrastructure before being stopped.  The factors already discussed certainly 
contribute to these findings, but even more worrisome is the growing lack of qualified security personnel to 
work in a CSIRT.

In 2015, Cisco published a report, titled, “Mitigating the Cybersecurity Skills Shortage,” highlighting increased 
skills shortages in information security, while estimating over 1 million unfilled cybersecurity jobs worldwide.8 
The Cybersecurity Ventures “Cybersecurity Jobs Report” quoted Michael Brown, former CEO of Symantec, 
who stated that by 2019, 1.5 million of an estimated 6 million information security jobs will go unfilled.9 The 
2015 (ISC)2 “Global Information Security Workforce Study,” similarly identifying a global shortfall of 1.5 million 
in five years.10 

They Probably used 
credentials of an HVAC 
vendor to get into Target’s 
network, spending weeks on 
reconnaissance to install a 
pair of malware programs.

Target confirmed and 
eradicated the malware on 
Dec. 15, after 40 million 
credit card numbers had 
been stolen.

Federal investigators 
warnded Target of a 
massive data breach on 
Dec. 12.

On Dec. 2, the credit card 
numbers started flowing out. 
Target’s secuirty stystem 
detected the hack, but the 
company failed to act.

They also installed malicious 
code that sent card data 
to three hijacked “staging 
point” servers in the U.S. 
before the data headed to 
Moscow.

The hackers sent credit card 
number-stealing malware to 
cashier stations in all 
domestic Target stores.

How the Hackers Broke In

6 ESG Blog: Incident Response Automation and Orchestration 
7 2016 Data Breach Investigations Report 

8 Mitigating the Cybersecurity Skills Shortage 
9 Cybersecurity Jobs Report 

10 FrostSullivan ISC² Global Information Security Workforce Study

Data compiled by Bloomberg

http://research.esg-global.com/reportaction/blog0929201601/TOC
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
http://cybersecurityventures.com/jobs/
https://iamcybersafe.org/wp-content/uploads/2017/01/FrostSullivan-ISC²-Global-Information-Security-Workforce-Study-2015.pdf
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Intel Security conducted a study, titled, “Hacking the Skills Shortage,” to identify the reasons behind the 
dearth of cybersecurity talent.11  Among their findings were:

• Respondents in all countries surveyed said cybersecurity education was deficient.  Eighty-two 
percent of respondents report a shortage of cybersecurity skills.  More than three out of four (76 
percent) respondents believe their government is not investing enough in cybersecurity talent.

• One in three respondents says a shortage of skills makes their organizations more desirable 
hacking targets.  One in four says insufficient cybersecurity staff strength has damaged their 
organization’s reputation and led directly to the loss of proprietary data through cyberattack.

• High-value skills are in critically short supply, the worst being intrusion detection, secure software 
development, and attack mitigation.  These skills are in greater demand than soft skills in 
communication and collaboration.  Most respondents (53 percent) said that the cybersecurity 
skills shortage is worse than shortages in other IT professions.

• Almost nine out of 10 respondents said that cybersecurity technology could help compensate 
for skill shortages.

The inability to retain talent and the subsequent loss of expertise and knowledge when personnel leaves 
the organization exacerbate this problem.  A study by AlienVault, titled, “Blood on HR’s Floor,” found the 
lack of challenging and exciting work as the number one reason people change jobs.  While 65 percent 
of participants reported happiness and contentment in current jobs, 35 percent are unhappy, potentially 
leaving an organization.12  CSIRTs with difficulties keeping employees happy and challenged will continue to 
face costly manpower issues, especially with no ready replacements.

Security Operational challenges
Security Operations (SecOps) are the operational activities related to the people, processes, and 
technologies involved in providing situational awareness through the detection, containment, and 
remediation of IT threats.  Security Operations are functions of the Security Operations Center (SOC), and 
usually centered around a SIEM solution, aggregating and correlating data from security feeds including 
network discovery, vulnerability assessment, Governance, Risk and Compliance (GRC) systems, website 
assessment and monitoring systems, application and database scanners, penetration testing tools, IDS/
IPS devices, log management systems, network behavior analysis and cyber threat intelligence, wireless 
intrusion prevention system, firewalls, antivirus, and unified threat management (UTM).  The SIEM functions 
as a central consolidation point or “single pane of glass” for the security analysts to monitor the security 
information.  SecOps teams usually include security analysts, security engineers, security managers, and the 
CSIRT and all share the common tasks of keeping the organization secured. 

11 Hacking the Skills Shortage 
12 The Challenge of Retaining Skilled IT Security Professionals

http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
https://www.alienvault.com/docs/whitepapers/blood-on-hrs-floor.pdf
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The people problem
Query any group of Information Security practitioners, 
most will state the biggest challenge to SecOps with the 
greatest risk to an organization’s information security is the 
end user.  In January 2015, Bromium published a study, 
titled, “Endpoint Protection: Attitudes and Trends 2015,” 
surveying more than 100 Information Security professionals, 
focusing on the greatest challenges and risks facing 
their organizations today.13  Results conclude end users 
remain the greatest security risk, due to tendencies of 
clicking on suspicious and malicious URLs or e-mails.  Of 
the Information Security professionals who responded, 79 
percent believe that end users are their biggest security 
headache.

Another recent study, titled, “Security Awareness Training: It’s Not Just for Compliance,” conducted by 
Enterprise Management Associates (EMA), surveyed more than 600 respondents at organizations ranging 
from fewer than 100 employees to more than 10,000.  The study found 56 percent of employees (excluding 
security and IT staff) are not provided with security awareness training.14  This was more common in small to 
medium-sized businesses (SMBs), where 72 percent of untrained survey respondents were at SMBs with fewer 
than 1,000 employees, and 44 percent worked at SMBs with fewer than 100 employees.  Among companies 
that do provide training, 48 percent measure training effectiveness, while 18 percent said effectiveness isn’t 
measured, and 34 percent didn’t know.

In April 2015, the SANS Institute published the results of a survey, titled, “Insider Threats and the Need for Fast 
and Directed Response.”15  Among its findings and observations were: 

• Almost three-quarters of respondents are most concerned about negligent or malicious 
employees who might be insider threats.  The FBI and Department of Homeland Security agree 
that insider threats have increased and that such threats pose a serious risk.16 

• About a third of organizations know they’ve experienced an insider attack.  However, many 
insider threats go undetected, and some are only detected by accident. 

• Over 68 percent of respondents consider themselves able to prevent or deter an insider incident 
or attack.  Half believe their prevention methods are “effective” or “very effective,” yet 34 
percent of respondents indicated that they have still suffered actual insider incidents or attacks, 
some of which were costly. 

• Almost one-fifth of respondents believe that the potential loss from an insider threat is more than 
$5 million, while another 15 percent valued such loss at $1 to $5 million.  

• One-fifth of respondents indicated they will increase their spending on the issue to 7 percent or 
more next year.

• Most respondents focus on nontechnical controls and awareness.
• Malicious insiders are a greater concern than accidental insiders are.
• Attack detection takes too long.

15 Insider Threats and the Need for Fast and Directed Response 
16 Increase in Insider Threat Cases Highlight Significant Risks

https://www.ic3.gov/media/2014/140923.aspx
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Results of a study sponsored by Experian and conducted by the Ponemon Institute in May of 2016, titled, 
“Managing Insider Risk through Training & Culture,” state 66 percent of respondents admit employees 
are the weakest link in creating a strong security posture, with 55 percent of respondents stating their 
organization experienced a security incident or data breach due to a malicious or negligent employee.17  
Respondents identify greatest risks being a data breach caused by careless or negligent employees 
exposing sensitive information, or falling for targeted phishing attacks.  Even organizations monitoring and 
training employees have gaps an attacker can exploit.

Security Gaps
Utilization of Network Security Monitoring (NSM) is highlighting existing security gaps.  According to a 
report published by Cisco and the ESG, titled, “Network Security Monitoring Trends,” while organizations 
acknowledge the value of effective NSM, it hasn’t gotten any easier.18  The majority of security professionals 
state difficulty increasing substantially over the last 2 years.  Of respondents to the survey, 80 percent 
indicate NSM criticality to their overall cybersecurity strategy, with 90 percent identifying the requirement for 
NSM to include cloud visibility. 

Skilled attackers can easily change their attack methods and patterns to evade identification. 
By its very nature, signature detection cannot identify new attacks it has no sig-natures for, 
known by the term, “False Negative.”

External factors challenging usability of NSM include malware and network traffic increasing volume, and 
increasing attacks circumventing traditional security tools.  Of respondents surveyed about difficulties, 
one-third mention increasing malware volume, while 27 percent cite malware sophistication circumventing 
traditional network security controls, and 26 percent cite targeted sophisticated attacks bypassing 
traditional controls.  Additional difficulties attribute network infrastructure complexities including 28 percent 
citing increasing overall network traffic, 25 percent citing more users and devices accessing the network, 
24 percent citing difficulty due to IaaS, PaaS, and SaaS usage, and 22 percent citing NSM tools not scaling 
efficiently.

Network blind spots, communications issues between cybersecurity and network operations teams, and 
problems with timely data collection have also aggravated the issue.  Of organizations within the study, 
31 percent cite inadequate visibility into network security activities and 42 percent report blind spots in 
monitoring non-corporate devices on the network.  Additionally, 39 percent mention difficulty monitoring 
user behavior, 39 percent find network traffic flowing from corporate to partner networks challenging, and 
39 percent blame internal Wi-Fi networks.  Regarding communication between teams, 29 percent admit 
cybersecurity and network operations teams have significant process and communication issues.  This lack 
of collaboration often makes it difficult and time-consuming for security to work with other organizations 
to fix problems.  A quarter of respondents identified lack of timely data collection leading to increased 
attacker dwell times.  Organizations use NSM for threat hunting, security breach detection, and automating 
remediation tasks, but NSM’s inherent challenges require examining more effective technologies to 
streamline attack detection and remediation.

Patching woes
Maintaining software and hardware currency is paramount in Information Security Practice. Vulnerability 
assessments, maintaining version awareness, and regular updates on software ensure security.  Whether it 
is embedded code, or simply a software patch, the goal of keeping current remains challenging.  This issue 
is exponentially compounded with the explosive deployment of Internet-of-Things (IoT) devices predicted 
over the next few years.

17 Managing Insider Risk through Training & Culture 
18 Network Security Monitoring Trends

http://www.experian.com/assets/data-breach/white-papers/experian-2016-ponemon-insider-risk-report.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/stealthwatch/esg-research-insight.pdf
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In the 2014 Microsoft Security Intelligence Report (vol. 18), Microsoft estimated that between 5,000 to 6,000 
new vulnerabilities surface each year, an average of 15 per day, and that number has grown since the 
report was published.19  Each Modern Operating Systems (OS) may have hundreds of vulnerabilities yearly, 
compounded by hundreds of applications (and associated vulnerabilities) installed therein.  The exponential 
magnitude and daunting task of patching quickly becomes unachievable. 

Auto update mechanisms meant to ease and speed updates are not a panacea.  Organization 
requirements such as scheduled outages, patch test and verification, critical systems and custom OS, or 
lack of support (patching legacy systems could cause incompatibilities), all create avenues of entry for 
threat actors.  In addition to these avenues, the challenge of “Zero-Day” vulnerability presents increased 
difficulty in maintaining security.  As these attacks compromise previously unknown vulnerabilities, the 
inability to mitigate proves costly for the organization, leading to greater probabilities and frequencies of a 
security breach.

Increasing Consequences for Being Breached
Organizations are legally required to disclose data breaches.  
In 2002, California passed the Data Security Breach 
Notification Law, effective July 1, 2003.  The law requires “a 
state agency, or a person or business that conducts business 
in California, that owns or licenses computerized data that 
includes personal information, as defined, to disclose in 
specified ways, any breach of the security of the data, as 
defined, to any resident of California whose unencrypted 
personal information was, or is reasonably believed to have 
been, acquired by an unauthorized person.”  However, the 
law does permit delayed notification “if a law enforcement 
agency determines that it would impede a criminal 
investigation.”  The law also requires any entity that licenses 
such information to notify the owner or licensee of the 
information of any breach in the security of the data.

In general, most state laws follow the basic requirements of California’s original law:  Companies must 
immediately disclose a data breach to customers, usually in writing.  California has since broadened its law 
to include compromised medical and health insurance information.  The National Conference of State 
Legislatures maintain a table of Security Breach Notification Laws by state and identifies Alabama, New 
Mexico, and South Dakota as the only states without such laws.20  While there are calls for a security breach 
notification law at the federal level, no such legislation has been enacted thus far.  

There are substantial costs to being the victim of a security breach.  Per the 2016 IBM “Cost of a Data 
Breach” study, conducted by the Ponemon Institute, the average cost of a data breach was $4 Million, with 
the cost incurred for each lost or stolen record containing sensitive and confidential information increasing 
from a consolidated average of $154 to $158.21  The effect of a breach on a company goes beyond the 
monetary costs.  A study by Semafone found that, of 2,000 survey participants, nearly 87 percent would 
not, or were not very likely, to do business with a company that had faced a data breach involving credit 
or debit card information.22  Experian commissioned a similar study, also conducted by the Ponemon 
Institute, titled, “Reputation Impact of a Data Breach,” and of the companies surveyed, the average loss 
to the value of a brand ranged from $184 million to $332 million, depending upon the type of information 
compromised.  Almost half of respondents claimed that their brand reputation could not withstand a 
negative event such as a data breach.23 

19 Microsoft Security Intelligence Report 
20 Security Breach Notification Laws 

21 2016 Ponemon Cost of Data Breach Study 
22 86% of customers would shun brands following a data breach 

23 Reputation Impact of a Data Breach

http://download.microsoft.com/download/7/1/A/71ABB4EC-E255-4DAF-9496-A46D67D875CD/Microsoft_Security_Intelligence_Report_Volume_18_English.pdf
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www-03.ibm.com/security/data-breach/
https://semafone.com/86-customers-shun-brands-following-data-breach/
https://www.experian.com/assets/data-breach/white-papers/reputation-study.pdf
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Closing the Gap with Distributed Deception Platforms
IR and SecOps consistently cite these Information Security challenges and although there are many 
products on the market, these issues remain unresolved.  

• Detection issues, particularly with false negatives and false positives
• Extremely high volume of alerts leading to increased workload, false positives, and alert fatigue
• Faster compromises, longer detection times
• Insufficient skilled personnel to fill vacancies, and difficulty retaining experienced personnel
• User carelessness and lack of security awareness
• Visibility gaps in networks of growing complexity
• Higher volumes of malware and attacks that bypass detection
• Inability to coordinate efforts between departments
• Patch/vulnerability management issues, and dependence on legacy applications

These issues all impact an organization’s ability to effectively complete attack investigation and incident 
response.  A new approach of using deception-based detection combined with platforms that automate 
attack analysis and incident response actions are rapidly being adopted to efficiently address these 
challenges, and perhaps alleviate many of these difficulties.

Although many will categorize deception alongside Honeypots, the way it operates is quite different and 
goes well beyond basic “trap-setting.”  Gartner provides the following definition:

“Deception technologies are defined by the use of deceit and/or feints designed to thwart or 
throw off an attacker’s cognitive processes, disrupt an attacker’s automation tools, delay an 
attacker’s activities or disrupt breach progression.  Deceptions are achieved through use of 
deceitful responses, purposeful obfuscations, feints, misdirections and other falsehoods.  These 
techniques leverage the trust that attackers and the attackers’ tools must have in the network 
protocols, infrastructure, applications, systems and data elements they interact with or access 
during the execution of their attacks or throughout their intelligence gathering activities. 
Deception in this context is used as a technique for defensive or disruptive purposes, and is not 
offensive in nature.” 24

Advanced deception technology solutions operate per this definition but go further by adding automation 
for expediting investigations and streamlining incident response.  One such solution is the Attivo Networks 
ThreatDefend™ Deception and Response Platform, which can detect threats that are inside an 
organization’s network using deception technology while accelerating incident response.  
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24 Emerging Technology Analysis: Deception Techniques and Technologies

https://www.gartner.com/doc/reprints?id=1-2LSQOX3&ct=150824&st=sb&aliId=87768
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Attivo Networks Deception and Response Platform
The Attivo Networks ThreatDefend Platform is a distributed deception and decoy solution that is effective at 
detecting known and unknown attacks accurately and efficiently and a response platform for automating 
investigations and incident response.  The deception works by deploying virtual machines with fully 
functional operating systems as decoys/engagement servers across any network segment, covering users, 
datacenters, cloud, and specialty networks (IoT, SCADA, POS, etc.).  Deception decoys are designed to 
appear identical to production assets and are indistinguishable to legitimate and illegitimate users.  They 
are a trap that no one should legitimately be interacting with.  Anyone that does so must have engaged 
in discovery activity to find them, typically an unauthorized activity indicating suspicious intent or nefarious 
activity.  Additionally, the solution deploys deceptive lures (credential, SMB shares, and other bait) on 
the endpoints, which will redirect the attacker attempting to harvest these lures to the engagement 
environment for investigation and alerting.  Because the engagement servers run full operating systems, 
they can be customized to match an organization’s production assets, making the decoys indistinguishable 
from real assets.  Secondarily, the virtual environment can also function as a sandbox for malicious binary 
and suspicious email analysis.  The solution is relevant for all threat vectors, including but not limited to:  
insider activity, stolen credentials, man-in-the-middle attacks, ransomware, phishing, and other advanced 
threats.

To decrease the workload on CSIRTS, organizations utilize automation and orchestration to ensure that 
personnel execute all appropriate response action in the response playbooks.  The ThreatDefend Platform’s 
ThreatOps solution enables this orchestration through numerous third-party integrations, automating 
attack data correlation, and incident response action.  These integrations include SIEMs, firewalls, NAC 
solutions, endpoint isolation, and even enterprise search for threat hunting, extending the value of existing 
solutions already in the environment.  Through the automation of attack data correlation, attack scoring 
is applied and can be used for playbook creation and adherance to security policies.  Additionally, 
automation capabilities, coupled with built-in collaboration functions, make processes repeatable, ease 
coordination with other departments, while establishing historical records and playbooks to enhance 
training.  Capabilities provided by the Attivo ThreatOps solution enable a CSIRT to automatically and 
immediately execute response actions, such as adding firewall/IPS rules or quarantining infected endpoints 
to prevent the spread of ransomware, saving valuable time and resources.  Additionally, through an agent 
on the endpoint or through integrations with 3rd party end-point providers such as Carbon Black, ForeScout, 
and McAfee EPO, organizations can turn on threat hunting to look for other forensic artifacts or infections 
throughout the network.  This closes the loop on whether the threat has truly been eradicated from the 
network.
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Malware and
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Response

Incident
Handling

Actionable
Forensics
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Dealing with Incident Response Challenges
The ThreatDefend Platform addresses IR issues in several ways.  First, the platform only alerts on confirmed 
attacker activities.  The engagement servers acting as decoys invite attacker attention.  When an attacker 
compromises an endpoint and conducts reconnaissance to find other systems to attack, the engagement 
servers record and alert on the activity while responding to the attacker.  As the attacker engages with 
the engagement servers, that activity is analyzed by the Analysis, Monitoring, and Recording engine, 
which correlates events, raising alerts on malicious activity.  The platform only alerts on confirmed attacker 
activity, and is not dependent on signatures or behavioral analysis, eliminating false positives, as well as false 
negatives.

Furthermore, the alerts are substantiated with evidence-based analysis.  The engagement servers record all 
activity occurring in the engagement environment, including network activity, memory space, and virtual 
storage, collectively removing the risk of false positives. The volume of alerts from the platform is very low, 
reducing the chance of alert fatigue.  This directly addresses the problem of low signal to noise and will not 
“light up like a Christmas tree,” unless an organization is already compromised.

Since the alerts happen when the attacker engages with the engagement environment, whether through 
reconnaissance or from following a deceptive lure stolen from the endpoints, there is no delay in detection 
times.  The alert is structured to happen in real time, reducing detection delays and enabling the CSIRT to 
begin the incident response process immediately.  Reducing the volume of alerts, as well as time-saving 
third-party integrations and automation, empower CSIRT personnel to substantially increase response 
efficiency.

Mitigating Security Operations Challenges
With Deception technologies in the environment, 
organizations can mitigate their SecOps issues for which 
there is no immediate solution.  With the built-in sandbox 
analysis capabilities, users can send suspicious emails to the 
CSIRT, utilizing the ThreatDefend Platform to automatically 
analyze them, producing detailed reports of malicious 
activity.  Even if a user accidently opens a malicious 
email, the platform’s advanced detection capabilities are 
on alert to detect when the attacker attempts to move 
laterally to other victims or servers on the network.  

With deployment flexibility, on-premises, in-cloud, or in 
specialized network segments, organizations gain visibility 
throughout the environment and simplify overall threat 
monitoring.  Even with attacks that bypass detection, 
once an attacker gets inside the network and conducts 
reconnaissance or moves laterally, the ThreatDefend 
Platform will detect them.  Increased visibility alleviates the 
concerns of unpatched, vulnerable, or legacy systems and 
can find exposed credentials, which are often not found 
with other solutions.  Even if an attacker makes use of a zero-day vulnerability to attack an unpatched 
legacy system and compromise an endpoint, any attempt at reconnaissance or lateral movement 
generates alerts that an attacker is in the network.  Additionally, through integrations with SIEM vendors, logs 
can be queried to find failed login attempts based on the attempted use of deception credentials. 
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Built-in collaboration functions via ThreatOps now facilitate interactions between CSIRTs and other groups 
in the organization to resolve an incident.  Collaborating with IT, Networking, and other groups becomes 
a matter of logging onto the ThreatOps dashboard and participating in a chat interface similar to Slack®.  
Because the ThreatOps collaboration functions also act as accurate incident historical documentation, 
new personnel can reference incidents in the records, learning to respond appropriately.  This becomes a 
database helping with training, as well as acting as a knowledge store should personnel changes occur.

These features make the Attivo ThreatDefend Deception and Response Platform an ideal solution to meet 
the IR and SecOps challenges of any organization.

Conclusion: Wrapping it up
There are many challenges faced by IR and SecOps, many that can now be addressed through technology 
innovation. The Attivo ThreatDefend Platform accurately and efficiently addresses these challenges, while 
extending the value of existing security infrastructure.  Organizations seeking to simplify and improve their 
security will realize significant benefits in deploying Attivo Networks.  

About Attivo Networks
Attivo Networks® is the leader in dynamic deception technology for real-time detection, analysis, and 
accelerated response to advanced, credential, insider, and ransomware cyber attacks. The Attivo 
ThreatDefend™ Deception and Response Platform accurately detects advanced in-network threats and 
provides scalable continuous threat management for user networks, data centers, cloud, IoT, ICS-SCADA, 
and POS environments.  www.attivonetworks.com




