Dynamic Deception for Industrial Automation
and Control Systems

Building a comprehensive security strategy for the real-time,
actionable detection of a cyber attack
By: Tony Dao, Director Information Technology, Aspect Engineering Group
The implementation of a comprehensive cyber security plan to protect Industrial Automation and Control
Systems (IACS), including SCADA, is critical to protecting confidential company information, complying
with applicable laws, preserving a good company image, and maintaining safe and reliable operations.
A defense-in-depth approach to cyber security reduces risk with each effective layer of protection and
combines a mix of defense and offense measures for the maximum protection against a breach. The
implementation of a Dynamic Deception solution for IACS provides the real-time visibility into threats
that have bypassed prevention solutions and the detailed forensics required to block, quarantine, and
remediate the infected device. This should be a critical element for any organization working toward
building and maturing their defense-in-depth security measures.
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Executive Summary—An Energy Crisis in Waiting
Stuxnet was an eye opener for the cyber security industry. The reality of air-gapped networks (not
connected to a corporate network or the Internet) as an end-all / protect-all security measure proved to be
a false hope. The successful cyber-attack on the Iranian uranium enrichment facility was a targeted attack
on an IACS system located in a facility that had the highest levels of physical security controls. Stuxnet, a
zero-day exploit, was introduced to the uranium enrichment facility by a USB device. Bypassing perimeter
security solutions, Stuxnet performed its sophisticated routine and went unnoticed until its job to sabotage
was already complete. Black Energy, FrostyURL, over 88 strains of Havex, and other new malware have all
continued to present high risk to manufacturing, process, and pipeline control operators throughout the
world.
Cyber-attacks can be sophisticated in behavior and are becoming more difficult to detect and stop with
standard IT perimeter defenses. The sponsors of cyber-attacks on critical infrastructure may be driven by
financial gain, national political agendas, or extremism aiming to spread terror.
The realization that the US critical infrastructure needed better protection from imminent cyber-attacks has
driven the increased pace to develop and implement appropriate safeguards. Cyber-attacks on IACS that
manage critical infrastructures such as energy production and energy transmission could cripple the nation.
The ripple effects from such cyber-attacks on critical infrastructure may be long-lasting and
far-reaching.

Cyber Security for IACS and SCADA
The President of the United States issued Executive Order 13636 “Improving Critical Infrastructure
Cybersecurity” on February 12, 2013 to “enhance the security and resilience of the Nation’s
critical infrastructure...”
The cyber security industry has come to terms that successful attacks on the industry are
imminent and the time is now to protect critical infrastructure. Government and private industry
security experts have been collaborating to mature our security posture to better protect lives
and commerce.

An inside View of IACS Cyber Security Challenges
Securing IACS has its unique challenges when compared to traditional IT infrastructure. Enterprise IT security
has greatly matured over the past few decades and its approach to security is being adopted in the IACS
arena. However, there are some unique security challenges that are present in IACS.
The myriad of IACS devices such as sensors, wireless transmitters, RTUs, PLCs, and OITs that are deployed
throughout the industry generally have a long life cycle with the install base that can run into the tens of
thousands of devices per company. The typical life cycle of Enterprise IT components is generally 3-5 years
whereas the life cycle of IACS devices may be in the 10-15+ year range. The ability to harden these devices
may be a challenge since design for function was the primary mind set of component manufacturers which
often times did not allow for turning off unneeded services – these services (e.g. HTTP, FTP, and Telnet) can
be easily exploited. Additionally, older IACS devices may be less resilient to denial-of-service attacks.
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Although the security posture of IACS device manufacturers is changing to reflect current security concerns,
there may be a high cost associated with replacing the large number of IACS devices a company may
have deployed. The high replacement costs may slow the pace of the adoption of newer technologies
leaving the older, more vulnerable devices in production.
IACS often manage 24x7 operations. Unlike Enterprise IT, which can shut down regularly for patching,
updating, maintenance, and replacement, the IACS are less likely to have frequent shutdowns since the
operational uptime of the IACS has a direct impact on the company’s revenue. Consequently, the time
between the maintenance windows of IACS is generally longer potentially leaving devices without required
patches or updates for longer periods of time – increasing risk.
Physical security can be a challenge in IACS environments. Some IACS, such as in oil and gas, can be
spread over a large territory, which makes it challenging to apply physical security controls. Breaches
in physical security allowing a bad-actor direct access to the IACS network can circumvent electronic
safeguards such as firewalls and IPS / IDS.
SCADA systems had originally been designed to monitor critical production processes without consideration
to security consequences. Security had been generally handled by keeping the devices off the network
and the Internet using “air gaps” where malware could only be transmitted by the thumb drives used
by technicians. However, today vulnerable SCADA systems are increasingly being connected to the
corporate IT infrastructure and the Internet, making them easily accessible to a remote attacker. Examples
of this would be the Sandworm malware that attacked Telecommunications and Energy sectors, Havex
malware that infected a SCADA system manufacturer, and BlackEnergy malware that attacked ICS
products manufactured by GE, Siemens, and Advantech. These attacks primarily targeted the operational
capabilities of these facilities.

Industry Standards, Framework, and Guides Available for Cyber Security - Defense in
Depth Approach to ICS Security
The ISA-99 and IEC 62443 family of standards have provided guidance and security best practices for the
IACS community for some years now. Additionally, numerous cyber security whitepapers exist to summarize
and interpret the guidance provided in those standards. NIST released its “Framework for Improving Critical
Infrastructure Cybersecurity” in 2014 and followed up with a Special Publication rev2 in 2015. We are
maturing the security understanding of IACS.
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Currently, there is no single solution that will completely secure your IACS. Humans design and implement
security solutions and so long as humans are in this equation, any system may be fallible – think of zero-day
vulnerabilities. An effective strategy for security is to take a defense-in-depth approach. This approach
utilizes multiple layers of defense to protect the IACS. This defense-in-depth approach is similar to the Barrier
Based Incident Management Model used in the safety industry to reduce the likelihood of accidents. In the
defense-in-depth approach, the risk of having a security breach is reduced with each layer of security that
is added to protect the asset. A complete defense-in-depth approach will consist of administrative controls
such as policies and procedures, physical controls such as cabinet locks and badged door access, and
technical controls such as firewalls, IPS/IDS, and deception for inside-the-network threat detection.
Figure 2 shows various security controls where they may exist in a Purdue Reference Model for IACS. It is not
a comprehensive architecture but depicts how the layers of the security controls implemented can help
reduce the risk of a breach. Since electronic equipment can exist in all levels of the Purdue Model, a breach
may occur at any level. Potential vulnerabilities such as zero-day, equipment misconfiguration (intentional
or unintentional), or weakness in physical security providing access to the IACS network can all undermine
the security architecture. The defense-in-depth approach to cyber security is effective, but it can be made
better.
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Figure 2: Example of defense-in-depth approach to cyber security using physical, technical
and administrative controls
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Introduction to Deception Technology
The threat of cyber attacks is a significant risk for the stability of the industry and the protection of human
welfare. It is necessary to enhance the resilience of both our enterprise networks and of industrial control
systems by strengthening the cyber security across all points of vulnerability.
The vulnerabilities begin with the use of default passwords, hard-coded encryption keys, and a lack of
firmware updates, which pave the way for attackers to gain access and take control of industrial devices.
Traditional perimeter-based solutions are designed to detect attacks on these devices by looking for
suspicious attack behavior based on known signature patterns. SCADA systems are computers running
predominantly Windows operating systems and are susceptible to zero-day attacks, which are not yet
identifiable with known signatures or protected by software patches. Several vulnerabilities also exist in
the standard and proprietary protocols within Programmable Logic Controllers. Popular protocols include
MODBUS (supervision and control), DNP3 (Energy and Water), BACNET (Building Automation), and IPMI
(Baseboard Management Control).
Whether the attack is malicious or simply the result of human error, organizations need a reliable means
to quickly identify when systems are compromised and provided the tools to be able to remediate the
situation quickly and confidently.
Some might suggest that SCADA devices are more vulnerable than an average laptop or computer given
the additional physical access to these devices, use of default passwords, and the challenges associated
with keeping them patched against vulnerabilities. In a SCADA environment, it is critical to take an assumed
breached posture in protecting against cyber attacks. Because attackers can and will get inside the
network, deception technology takes an alternative approach to protecting against threats. Instead of
adding more technology to the infrastructure to keep the attacker out, deception takes the stance that
they are already in the network and lures the attacker into engaging and being detected before they can
complete their mission.
Deception is a different and highly effective solution for protecting SCADA environments since it does not
rely on knowing the attack signatures or patterns and it also does not need to monitor all traffic to look
for suspicious behavior. Deception also does not require software to be loaded or maintained on the
SCADA device. Instead, deception is used to confuse, delay, and redirect the enemy by incorporating
ambiguity and by misdirecting their operations. Drawn to the deception engagement server, the attacker
will be tricked into engaging and believing they have succeeded in their attack. The deception server
has a contained “sinkhole” so that once engaged, the attack can be studied without risk of additional
harm. Once the attacker engages, there is no way of hiding. Their IP address is immediately identified, and
attack forensics created so that an actionable, substantiated alert can be sent to enable prompt blocking,
quarantining, and remediation of the infected device. Additionally, a port can be opened to communicate
with the Command and Control to get additional information about their methods, tools, and techniques.
By design, deception will detect both reconnaissance and stolen credential attacks and reduce the attack
detection time by accurately identifying infected clients, including sleeper and time-triggered agents.
Whether it is BlackEnergy, Sandworm, Havex, Stuxnet, Night Dragon, Shamoon, Flame, Slammer worm
type of attacks, or the latest new strain or variant of malware, the attack can quickly and accurately be
detected.
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Attackers are intelligent and are used to finding ways of working around sophisticated security devices. One
may wonder how deception can deceive the attacker. First, the deception engagement server plays a key
role in attacker deception and must appear authentic so that an attacker cannot easily identify it. Ideally,
customers will have the flexibility to install their own Open Platform Communications (OPC) software, be
able to run popular protocols and use real operating systems for the highest levels of authenticity. Popular
protocols include Siemen’s S7 PLC, Modbus, Bacnet, IPMI, SNMP MIB, Veedor-Root Tank software emulation,
Common Industrial Protocol (CIP), and DNP3.
Substantiated alerts are another critical part of the solution. Many of these devices run 24X7 and taking
them off-line can have an operational and financial impact. Alerts must provide the irrefutable evidence
of an infected device and the detail required to remediate the infection. Additionally, reporting should
be available in PCAP, IOC, STIX, Syslog, and other formats so prevention systems can be updated to block
against future attack attempts. The more advanced systems will also provide integrations for automated
remediation with popular SIEM and other firewall prevention solutions.

Deception—Fit for the Defense-in-Depth Approach
Figure 3 shows the defense-in-depth approach as in Figure 2, but now with the Dynamic Deception
solution added into the layers. The Dynamic Deception bridges the security gap that occurs when an
attacker bypasses prevention solutions and is mounting his attack inside the network. Deception provides
the increased visibility into the potential unknown intrusions on IACS devices that can occur from both
internal and external threat actors. The use of stolen credentials can also be identified, in addition to the
reconnaissance and lateral movement of an attacker.
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Figure 3: Example of defense-in-depth approach to cyber security using physical, technical,
and administrative controls with the Dynamic Deception solution filling an important gap
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Attivo Networks—Dynamic Deception
Attivo Networks is the leader in deception for cyber security defense. The company’s heritage is in insidethe-network threat detection for enterprise networks, public, private, and hybrid cloud environments.
Given the increased connection of SCADA environments to the enterprise network and the Internet, Attivo
expanded its offerings and introduced a solution that provides real-time SCADA threat detection.
Attivo provides upstream and downstream threat detection for business, process controls, and field sensors.
Additionally, Attivo can detect threats from reconnaissance, ransomware, man-in-the middle, phishing,
and stolen credentials attacks, and provides visibility to external, insider, and third party threats as they
move laterally through the network. Regardless of whether the malware originates from a USB device,
from clicking on a phishing email, or other point of access, Attivo will set the traps and provide the visibility
required to quickly detect and stop an attack. Attivo is also ideal for detecting zero-day attacks since it
does not depend on signatures or attack pattern look up.
The Attivo ThreatDefend™ deception platform runs real operating systems, extensive protocol emulations,
and has the ability to load custom OPC software, making its engagement servers indistinguishable from
production SCADA devices. Attivo dynamic deception techniques use server and application deceptions
as the “bait” to lure attackers to its engagement servers. The Attivo endpoint deception credentials can
also be put on each SCADA device so that attackers are deceived into thinking they have stolen valuable
user credentials, which to their misfortune will only lead then to the The Attivo ThreatDefend™ engagement
server A.K.A. a trap.

The deployment is frictionless and can be operational in less than 30 minutes. The ThreatDefend
engagement server is installed as an IP address on a network trunk port versus an in-line device
facilitating fast and non-disruptive deployment. The ThreatDefend is also self-healing, which provides
automatic rebuilding of engagement servers after an attack, eliminating the need for manual rebuilds or
maintenance. The Attivo deception credentials, ThreatStrike (IRES), are agentless, do not require endpoint
software and device level software updates, and scale to support large global deployments.
Alerts occur in real-time based upon the detection of an attacker. All alerts will provide forensics with the
substantiated, actionable detail required to identify the infected device, identify the attacker IP, and other
methods and tools used if communications with Command and Control are established. Since alerts are
based on actual engagement and provide the attack detail, security analysts can quickly and confidently
address the quarantining of a device and remediation of the attack.
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The Attivo threat intelligence dashboard installs with the software, provides the ability to customize settings,
and gives a centralized view of all alerts. The dashboard allows analysts to drill down into specific threat
detail. Additionally, IOC, PCAP, STIX, CSV, and other reporting formats can be created to share the attack
information detail. Third party integrations with SIEM solutions– Splunk, ArcSight, and QRadar are provided
along with integrations with popular firewalls to automatically block, quarantine, and remediate infected
devices.

As the perimeter of a network continues to disappear, and business and process control networks become
more commonly connected, the Attivo Dynamic Deception platform provides organizations the most
comprehensive and scalable solution to promptly detect threats that are inside the network. By taking a
different approach than layering more prevention security, Attivo instead provides real-time visibility into
inside-the-network threats and empowers an organization to go on the offense to proactively protect their
manufacturing and control systems from the risk of malicious attack.
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IACS—SCADA Use Case 1
The Environment: The SCADA system for an oil producer’s water cleaning plant is connected to a network
that is appropriately segmented from the rest of the company’s network by a firewall. The SCADA system
is comprised of various instrumentation that feed data to PLC’s for automated control functions. Status
information is fed to HMI’s running on Windows platform in the control room. The SCADA network spans over
many acres of land, so physical security is a challenge.
There are challenges in securing the SCADA system in a large facility. A bad actor intending to take control
and sabotage the SCADA system can easily access the plant network in an area that is not well patrolled
by security personnel or monitored by cameras. Unauthorized access into the SCADA network at this level
can circumvent the protection that firewalls provide. Once on the SCADA network, the bad actor can
launch their reconnaissance activities and go largely undetected.
The process of updating SCADA system
software or firmware in this environment can
also introduce malware. The Havex trojan
and its variants specifically target the IACS of
the energy sector. Havex is delivered through
infected software updates for SCADA systems.
Once Havex infects a system, it works to scan
and gather information about OPC servers.
Havex’s lateral movements are not easily
detected by firewalls or IPS.
HMI and PLC vulnerabilities such as buffer
overflow, weak hashing algorithms, SQL injection
flaws, FrostyURL, Shellshock, and cross-Site
Scripting attacks are well documented and
mitigating the vulnerabilities may not always be
possible.
The Solution: Install a ThreatDefend deception
engagement server on the plant network with
HMI, OPC servers, and PLC emulators as hosts.
The hosts are running configurations exactly like
any other production device.
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Situation Summary:
• An attacker gained access to the plant network and scanned the network for information on
network nodes looking for unpatched systems and points of entry to exploit.
• The Attivo ThreatDefend was set up to run an OPC server, HMI, and emulate Allen Bradley PLCs.
• The attacker was lured with Attivo deception techniques and was deceived into thinking he
had discovered a production OPC server. He started to engage by scanning for open ports
known to exist on vulnerable OPC servers.
• Because the Attivo deception platform was deployed, the attacker was actually lured into the
Attivo engagement server as the bad actor began his initial reconnaissance. Believing that he
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was successful, he dropped the payload with the intent to complete his mission. This occurred in
a contained “Sinkhole” on the ThreatDefend deception server.
• In this process, the ThreatDefend engagement server captured the attacker’s IP address and
the information on the infected node. Additionally, a port was opened up to the attacker
command and control and additional information on attack methods and tools was collected.
• A substantiated alert was recorded in the threat intelligence dashboard and was sent to the
security operations team. The infected device was immediately blocked, quarantined, and
taken off-line for remediation.
• The forensics information was captured and forwarded to the SIEM for appropriate action.
The security team used the forensics information to identify remediation activities for existing
production OPC servers.
• The result: The shutdown of water process control pumps and potential inconvenience and
harm to human life was successfully avoided.
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IACS—SCADA Use Case 2
The Environment: A large electricity producer installed a complex, IP-based industrial control system that
is used to remotely monitor electricity, measure use, and provide automated load shedding (known as
a Smart Grid). The producer’s Smart Grid is comprised of numerous meters, sensors, and fault detectors
that are all connected back to a central automation system that controls power generation and delivery
functions. The Smart Grid improves the producer’s efficiency but connecting critical systems to the network
introduces risks from cyber-attack.
The electricity producer has installed perimeter technical controls on the network and physical controls for
security but due to the dangerous nature of electricity it cannot take chances of any potential “unknowns”
residing on the Smart Grid network.
The Solution: Install a ThreatDefend deception server on the IACS network and present hosts to two separate
VLANs.
Situation Summary:
• An attacker gained access through a
compromised system and performed
reconnaissance activities to capture host and
network information.
• The Attivo ThreatDefend was set up with two
pairs of HMI and Smart Meter hosts. Each
pair was connected to two different VLANS.
The first pair of hosts was connected to the
production IACS Smart Grid network. The
other pair of hosts was connected to a VLAN
where the firewall rules were less stringent –
the decoy IACS network.
• The goal is to lure the would-be attacker to
the decoy IACS network, discover and learn
about them before they can attack the
production IACS.
• The attacker found the decoy hosts,
identified the Smart Meter model, found an
undocumented port vulnerability, and sent
malformed packets to the Smart Meter host to
perform a denial-of-service attack.
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• In this process, the ThreatDefend engagement
server captured the attacker IP address and
the information on the infected source node.
• A substantiated alert was recorded in the threat intelligence dashboard and was sent to the
security operations team. The infected device was immediately blocked, quarantined, and
taken off-line for remediation.
• The forensics information gathered by the ThreatDefend was provided to the Smart Meter
manufacturer to test and develop a patch for the vulnerability.
• The result: Harm to the Smart Grid, electrical outage, and harm to human life was successfully
avoided.
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IACS—SCADA Use Case 3
The Environment: The majority of SCADA systems in production today run on a Windows platform. SCADA
systems such as OPC servers, HMIs, and Historians run on Windows operating systems that have welldocumented vulnerabilities. These systems, as well as user stations that access them, are the target of
credential-stealing attacks. Once compromised, a system’s memory and file system can be mined for login
credentials and these credentials are used to access other systems. Credentials can be stolen by numerous
attack methods such as brute force, dictionary, and pass the hash. The attacks, their reconnaissance, and
their data exfiltration activities are becoming more sophisticated and increasingly difficult to detect.
The Solution: Install a ThreatDefend deception server and deploy the ThreatStrike (IRES) deception
credentials on the SCADA devices.
Situation Summary:
• Through a successful phishing attack, an attacker gained access to a user system and scraped
it for cached credentials.
• This particular user system accessed various SCADA systems, so SCADA credentials were cached
on this compromised user system.
• The Attivo ThreatDefend was installed on the IACS network and ThreatStrike (IRES) deception
credentials were deployed on the user systems and SCADA devices.
• The attacker successfully scraped the compromised user system for credentials.
• The ThreatStrike (IRES) deception credentials, which were previously deployed on the
compromised system, were in the mix of credentials that were stolen.
• The attacker used the stolen deceptive credentials, which led the attacker back to the
ThreatDefend, and the attack information was captured.
• A substantiated alert was recorded in the threat intelligence dashboard and was sent to the
security operations team. The compromised user system was immediately blocked, quarantined,
and taken off-line for remediation. SCADA credentials were changed since they were
compromised.
• The forensics information collected by the ThreatDefend identified the phishing attack and
resulting mitigating controls for the firewall and email systems were deployed to protect against
future attacks.
• The result: The attacker was discovered, and the attack was thwarted before it could cause
harm to the SCADA system, the business, or human life.
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Conclusion—The best defense is an aggressive offense
Conversations have moved from “if” to “when” an attack will occur on an IACS for critical infrastructure.
A modern day security approach now assumes the network has been breached and accepts that even
the best security prevention systems have gaps, and attackers will get into the network. It is now highly
recommended to have an active defense program that includes prevention and inside-the-network threat
detection. A defense-in-depth approach based on layered prevention security is a good approach, but
adding a next line of defense that can reliably detect zero-day signature-less attacks, stolen credential,
ransomware, and insider/3rd party threats greatly reduces the risks of catastrophic damage and/or the
exfiltration of company data. Whether you choose to start by protecting only your most critical devices
or choose to turn your entire network into a ubiquitous trap, the Attivo ThreatDefend dynamic deception
platform provides a fast, reliable, and cost-effective solution to detect and defend against malicious cyber
attacks.

About Attivo Networks
Attivo Networks® provides the real-time detection and analysis of inside-the-network threats. The Attivo
ThreatDefend™ Deception and Response Platform detects stolen credentials, ransomware, and targeted
attacks within user networks, data centers, clouds, SCADA, and IoT environments by deceiving an attacker
into revealing themselves. Comprehensive attack analysis and actionable alerts empower accelerated
incident response. www.attivonetworks.com
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