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UNDERSTANDING THE MOST
COMMON LATERAL MOVEMENT
ATTACK TACTICS

Protecting against today’s most dangerous lateral movement tactics is increasingly critical, especially with Active
Directory (AD) as vulnerable as it is. Attackers use a wide range of strategies to move about undetected, developing
their plan of attack within the network.
For defenders, having a clear understanding of what to look for is the first step toward more effective AD network
protection. Fortunately, frameworks like MITRE ATT&CK and MITRE Shield have provided valuable insight into many of
these tactics.

THE ATTACK CYCLE

FIGURE 1: REPRESENTATION OF A TYPICAL ATTACK CYCLE

COMMON AND DAMAGING LATERAL MOVEMENT TACTICS
WMI
MITRE defines Windows Management Instrumentation (WMI) as “a Windows administration feature that provides
a uniform environment for local and remote access to Windows system components.” MITRE notes that “it relies
on the WMI service for local and remote access and the server message block (SMB) and Remote Procedure Call
Service (RPCS)] for remote access.” An attacker looking to interact with both local and remote systems can use
WMI to perform functions that include information gathering and remote file execution.

R EMOT E SERVI C E C R E AT IO N
Attackers can execute a binary, command, or script via a method that interacts with Windows services (such
as the Service Control Manager) to create a new service to execute code remotely and move laterally across
the environment or maintain persistence using the Windows sc.exe utility. Attackers first copy the file to the
remote system, then create and start the service using Remote Procedural Calls (RPC), Windows Management
Instrumentation (WMI), or PsExec.

R EMOT E DESKTO P P R OTO C O L
Remote desktops are commonplace today, allowing users to log into an interactive session remotely. Unfortunately,
attackers can use stolen credentials and account information to exploit the remote desktop protocol (RDP), connect
to the system, and expand their access. Today’s attackers use stolen credentials at an alarming rate, often to
exploit RDP and usually as a persistence mechanism.
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POWER SHEL L R E M OT IN G
PowerShell (PS) Remoting is essentially a native Windows remote command execution feature built on top of the
Windows Remote Management (WinRM) protocol. PowerShell remoting allows attackers to access the console of
another computer just like any other terminal service and execute commands or PS scripts.

FIGURE 2: SCREEN IMAGE OF A POWERSHELL REMOTING COMMAND LINE.

TAS K SCHEDULE R
Users who want to schedule a program or script to run at a specified date and time use the task scheduler functionality
included with all major operating systems. Unfortunately, attackers can also take advantage of this function to schedule
malicious code execution. MITRE notes that “adversaries may use task scheduling to execute programs at system
startup or on a scheduled basis for persistence. These mechanisms can also be abused to run a process under the
context of a specified account (such as one with elevated permissions/privileges).”

PSEXEC
PsExec is a tool included in the Sysinternals Suite. While initially intended as a convenience tool for system
administrators to perform maintenance tasks by running commands on remote hosts, it has become the standard tool
for network pivoting—using one compromised system as a foothold to compromise other devices. Attackers can use
PsExec to create and start Windows services and run their code on another system as part of lateral movement.

D CO M
Microsoft defines Microsoft Component Object Model (COM) as “a platform-independent, distributed, object-oriented
system for creating binary software components that can interact.” DCOM is “the foundation technology for Microsoft’s
OLE (compound documents), ActiveX (Internet-enabled components), as well as others.” Attackers can use RPC to
access a DCOM interface bound to a COM object on the remote system that exposes code execution functions to
move laterally.

PAS SWORD SPR AY
In a traditional “brute force” attack, an attacker repeatedly attempts to guess the password for a given account.
Password spraying is similar but involves “spraying” the same password across many accounts to circumvent
common password protection countermeasures, an effective method for compromising single sign-on (SSO) and cloud
applications.
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R DP HI JACK
Attackers can exploit a Windows RDP feature to take over previously disconnected sessions and appear as legitimate
users to gain system access and control. To conduct an RDP hijack, an attacker can “resume” a previously disconnected
RDP session, which grants them access to privileged systems without needing stolen credentials. Defenders have a hard
time detecting this activity because it appears as if the user is resuming an authorized session—but in reality, it serves
as a jumping-off point for attackers to move laterally throughout the system.

PAS S-T HE-H ASH
MITRE states that “adversaries may ‘pass the hash’ using stolen password hashes to move laterally within an
environment, bypassing normal system access controls.” The tactic allows an attacker to authenticate to a remote
server or service using the NTLM or LanMan hash of a user’s password rather than the password itself. Pass-the-hash
attacks exploit a weakness in authentication protocols where a password hash remains static between sessions until a
user changes the password.

OVERPASS-T HE- H AS H
In contrast to typical pass-the-hash protocols, overpass-the-hash attacks utilize a user’s NTLM hash to request Kerberos
tickets. Upon obtaining a user’s NTLM hash (or plaintext password), attackers can request a ticket-granting-ticket (TGT)
for that account to access any service or device for which the user has the necessary permissions.

PAS S-T HE-T I CKE T
Attackers use pass-the-ticket attacks to bypass normal system access controls by authenticating to a system using
stolen Kerberos tickets without having an account’s password. Attackers steal valid Kerberos tickets with Credential
Dumping techniques to get a user’s service tickets or TGT, allowing them to conduct Silver Ticket or Golden Ticket
attacks.

FO LDER REDI RE CT IO N A ND R OA M IN G PRO F I LE S
Folder redirection and roaming profiles allow system administrators to configure shared user folders in a VDI environment
so users can access their documents and work seamlessly. If attackers can write to these folders, they can upload
malicious code to steal the authentication details sent with the connection attempt when users reconnect to their
roaming profiles.

FORTIFY IN-NETWORK DEFENSES AND DISRUPT LATERAL MOVEMENT
Modern attackers will persistently break through typical security measures to enter the network and move laterally
throughout the environment, looking for valuable assets and ways to escalate their attacks further. Today’s
businesses must focus their efforts on rapidly identifying attackers and attack activity within the network, ensuring
in-network defenses have robust detection and derailment abilities.
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The Attivo Networks ThreatDefend® platform provides unprecedented visibility to risks and offers prevention against
actions attackers must perform to conduct discovery, credential theft, privilege escalation, lateral movement, and
data collection. The ThreatDefend platform offers early and accurate detection of in-network threats, regardless of
attack method or surface. Data concealment technology hides critical AD objects, data, and credentials, preventing
attacker theft and misuse, particularly in a Zero Trust architecture. Bait and misdirections reliably steer attackers
away from production assets, and deception decoys obfuscate the attack surface to derail attacks.

PROTECTING HIGH-VALUE ASSETS AND DATA
Understanding the specific tactics attackers use is a critical part of lateral movement detection. Knowing the tactics
and strategies outlined above gives defenders a significant leg up to identify attackers and stop them in their tracks.
With better network visibility and detection capabilities, defenders can make the attacker’s job harder, ultimately
motivating them to seek an easier target. Request a demo to learn more about how the ThreatDefend platform can
empower a security team to detect and disrupt attacker intelligence gathering, network discovery, credential theft, and
other lateral movement activities.

FIGURE 3: THREATDEFEND® DETECTION AND RESPONSE PORTFOLIO

ABOUT ATTIVO NETWORKS®
Attivo Networks®, the leader in identity detection and response, delivers a superior defense for preventing privilege
escalation and lateral movement threat activity. Customers worldwide rely on the ThreatDefend® Platform for
unprecedented visibility to risks, attack surface reduction, and attack detection. The portfolio provides patented
innovative defenses at critical points of attack, including at endpoints, in Active Directory, and cloud environments.
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